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1 Introduction

1.1 Purpose 

The purpose of this document is to define the Concept of Operations (CONOPS) for the Department of the Navy (DoN) White Pages (DoN-WP) directory.  This document defines both user and administrator CONOPS.

1.2 Scope

This document will discuss the DoN-WP for both unclassified (i.e., NIPRNET, Internet, and other unclassified IP-based networks) and classified (i.e., SIPRNET) users, and will describe the afloat as well as the shore-based service.  The DoN-WP service will be available for use by all Navy commands and Marine Corps units.  Authoritative Source data for the DoN-WP directory will be provided by the United States Marine Corps (USMC), every Navy Major Claimant, and the following Echelon II commands, or a representative organization that maintains their authoritative source data.

1.3 Reference Documents

The following references were used in the development of this CONOPS.

1. Understanding and Deploying LDAP Directory Services, Howes, Smith, and Good, MacMillan Technical Publishing, 1999

2. CNO N6 Stipulations, VADM Natter, CNO N6

3. DoN White Pages Directory Solution Briefing, January 1999

4. DoN CIO White Pages Directory Requirements, November 1998

5. DoN ITI Architecture, Volume 1, December 1998

6. Fleet NIPRNET Firewall Policy (Shore And Afloat), 17 January 1999

7. Fleet SIPRNET Firewall Policy (Shore And Afloat), 17 January 1999

8. Proposal for Enhanced Boundary Protection, Greg Smithberger, PMW 161 TD, 21 January 1999

9. Information Technology Standards Guidance (ITSG), Version 98-1.1, 15 June 1998

10. DoD Information Infrastructure Public Key Infrastructure (PKI) Concept of Operations, Third Draft, 24 October 1997.

11. Microsoft Corporation Knowledge Base Article, “Install and Configure the LDAP Directory Service in Corporate or Workgroup,” http://support.microsoft.com/support/outlook/serviceware/out98/3ir2c1lt.asp.

12. Lotus Corporation Web Page, “Notes LDAP client,” http://doc.notes.net/.

1.4 Terminology

A number of general terms are used in this document for readability.  The following list of terms are used throughout this document:

· The term ‘Authoritative Source’ is used to refer to email directories from Navy Major Claimants/Echelon II commands and the Marine Corps.

· The term “Large Deck Ship” refers to ships with SHF connectivity.

· This document refers to a Naval enterprise intranet.  As of this writing, it is referred to as the Naval Intranet (NI).

· The term Personal Address Book (PAB) is used to refer to the list of personal contacts that is stored in the user’s e-mail client and used to address e-mail messages.  The term PAB may refer to either the Microsoft Outlook ‘Contacts’ or ‘Personal Address Book’ list or the Lotus Notes ‘Personal Name & Address Book’.

· The term Server Address Book (SAB) is used to refer to the list of e-mail addresses that is stored on a user’s e-mail server.  The term SAB may refer to either the Microsoft Exchange Global Address List (GAL) or the Lotus Notes Address Book (NAB).

1.5 Assumptions

The following assumptions were made during the formulation of the various architectures discussed in this CONOPS:

· Each Service/Major Claimant/Echelon II command currently has their own Authoritative Source e-mail directory in place and set procedures for updating this directory.

· Authoritative Source directories are evolving to become LDAP-enabled.

· Each Service/Major Claimant/Echelon II command will allow the DoN-WP directory to passively pull information from their Authoritative Source directory, provided adequate security considerations are made.

· The DoN-WP will be implemented independently of Service/Major Claimant/Echelon II command efforts to consolidate or standardize their own directories.  While the DoN-WP will benefit from these efforts, the DoN-WP does not intend to impose standardization beyond what is necessary for the realization of the potential of the DoN-WP.  In particular, the DoN-WP does not require that the Navy or Marine Corps adopt a SMTP e-mail address standard.

2 DoN White Pages Architecture

2.1 Architecture Overview

The DoN-WP directory architecture will be based on a client/server model.  Users will operate client applications that obtain directory information by accessing the enterprise directory (server).  Two forms of access will be provided.  The “native” Lightweight Directory Access Protocol (LDAP), version 3, will be the primary and preferred means for accessing the DoN-WP directory.  For situations where a function cannot be performed using LDAP or where an LDAP client is not available, a web browser style interface will be utilized.

The enterprise directory will be centrally managed with a distributed implementation.  The distributed implementation allows increased scalability, reliability, and performance by locating the service close to the end user or client application.  “Close” is a relative term, and may imply “same hemisphere”, “same region”, or “same campus” as dictated by network paths and other considerations.  It must be centrally managed to provide consistency across the enterprise.  The distributed components of the enterprise directory will be replicas of a central master directory.

The Naval Enterprise directory consists of a three-layer hierarchy.  The middle layer, as depicted in Figure 2‑1, represents the Naval-wide global directory and contains all military and civilian Naval personnel.  Above the Naval-wide global layer is the rest of DoD, including the DoD Public Key Infrastructure (PKI) directory and other Services’ white page directories.  At the layer below are the Authoritative Source directories.
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Figure 2‑1  Navy-Wide Global Directory

2.2 Functional Backbone Architecture

The shore backbone infrastructure will be implemented, functionally, as shown in Figure 2‑2.  Each function does not necessarily require a dedicated server, however, hardware for the architecture will be selected with industry best practices for performance, redundancy, and reliability in mind.

The shore backbone infrastructure will also act as the distribution backbone for Afloat DoN-WP services.  The Afloat DoN-WP architecture is described in Section 2.3.
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Figure 2‑2  DoN White Pages Functional Backbone Architecture
2.2.1 Translator Function

The function of the Translator is to consolidate and normalize data received from all of the Authoritative Source directories.  The Translator will also perform the integration of DoD PKI certificates from the DoD PKI Certificate Server into the DoN-WP.  See Section 2.8 for more information on the integration of DoD PKI with the DoN-WP directory.

The Translation function will be performed by a Netscape Directory Server (DS) 4.0, in conjunction with the Netscape Directory Server Software Developer’s Kit (SDK) and PerLDAP modules.  Automated Perl programming language scripts will synchronize the DoN-WP with the Authoritative Source directories and normalize their structure to fit the DoN-WP directory schema.  These scripts will run on a scheduled basis to identify and synchronize delta changes from the Authoritative Source directories into the Translator directory instance.  The Translator will retrieve complete copies of each Authoritative Source directory on a scheduled basis by means of passive LDAP searches.  That copy will then be compared to a previous copy using Perl scripts to identify additions, deletions, and modifications to the directory entries.  These changes will be written into the Replication Master.

The ITI IPT defined the requirements for currency of data under normal conditions to be 24 hours.  During contingency operations, the currency requirement is 12 hours.  However, the currency of data from each Authoritative Source will differ depending on their normal operating procedures for updating their own directory.  The Translator scripts will be scheduled to retrieve and translate data as often as the Authoritative Sources allow.  As the Service/Major Claimant/Echelon II command’s procedures and technologies improve, the frequency of inputs to the Translator will approach the ITI IPT requirements.  The Translator function will be performed at the San Diego ITSC.

2.2.2 Replication Master

The Replication Master coordinates and performs all of the replication in the DoN-WP backbone infrastructure.  This function will be performed by a Netscape Directory Server 4.0.  This Netscape DS will contain all of the replication information (referred to as a ‘Netscape replication agreement’) necessary to push the DoN-WP directory down from the Translator to the Data Repository directories.

The Replication Master will pull a replicated copy of the DoN-WP Directory Information Tree (DIT) (described in Section 2.4.1) from the Translator daily or twice daily after updates have been made from the Authoritative Source.  This replication process will be scheduled to run when local network traffic is expected to be at its lowest.

The Replication Master will push a replica of the DoN-WP down to the data repository, or “Field Server”, directories.  There will be one Netscape replication agreement for each of the Field Server directories in the shore backbone infrastructure.  These replication processes will be scheduled to run when network traffic at the Field Server site is expected to be at its lowest.  The Replication Master will be located in the San Diego ITSC.

2.2.3 Data Repository & Search Engine (Field Server)

The Data Repository and Search Engine (Field Server) is a complete read-only copy for the entire DoN-WP directory, and is the end point for user access to information in the DoN-WP information.  Each Field Server will receive replication changes periodically from the Replication Master when local network traffic is expected to be at its lowest.  The Field Server function will be performed by the combination of Netscape Directory Server 4.0 and Netscape Enterprise (Web) Server 4.0.

The Field Servers will provide users with both LDAP and Web access to the DoN-WP directory information.  Users will access the DoN-WP using an LDAP client application, such as an e-mail client, or using any standard Web browser.  See Section 2.6 for detailed information on how users can access the DoN-WP directories.

At first, there will be four shore Field Servers.  One Field Server will be located at the San Diego ITSC, NCTAMS LANT, NCTAMS EURCENT, and NCTAMS PAC, respectively.  As necessary, the DoN-WP architecture will be expanded to additional locations to maintain premium performance.

2.3 Afloat DoN White Pages Architecture

The Afloat DoN-WP architecture is dependent upon the collection, translation, and delivery mechanism of the shore architecture located at the San Diego ITSC.  As seen in Figure 2‑3, the shore Replication Master will also act as a master for all directory data updates that will be sent to the afloat platforms.  As the number of ships fielded with the afloat DoN-WP increases, this replication system will have to be reconsidered to achieve the best possible performance results for the afloat platforms.  This may include the addition of sub-Replication Masters to perform replication to ships in a particular AOR.

[image: image4.png]Authoritative
Sources

NCTAMS
PAC

NCTAMS NCTAMS
LANT EURCENT

) Data ||
i | Repository Repository Repository Repository | |
| & Search & Search & Search & Search |}

Engine Engine

Shipboard
User Access

Shipboard
User Access

Afloat Data
Repository &

Afloat Data
Repository &





Figure 2‑3  Afloat DoN White Pages Functional Architecture

The Replication Master will conduct standard Netscape DS replication through the Fleet Network Operations Center (NOC) to large deck IP-capable IT21 afloat platforms.  As of this writing, Afloat Field Servers will not be deployed until CY00.  Refer to Section 2.5 for details on the afloat DoN-WP distribution mechanism.

2.4 Logical Architecture

The logical architecture of the DoN-WP defines the organization and content, or schema, of the directory.  The DoN-WP logical architecture was designed to provide a good balance between ease of use, and administration.  There are two major portions of the logical architecture design: the Directory Information Tree (DIT), and the Directory Information Base (DIB).  The DIT determines how the directory entries will be organized and how a user can choose to browse the directory.  The DIB defines what information will be used to define each individual represented in the directory tree.  Finally, directory indexes speed up users’ searches of certain attributes of the DIB.

2.4.1 Directory Information Tree

The DoN-WP DIT provides users with an easy way to browse the directory.  The DIT is designed with the Navy and Marine Corps organizations in mind.  As shown in Figure 2‑4, each of the 30+ Major Claimant and Echelon II organizations is represented by its own branch in the directory.  Underneath the Major Claimant is a container for “People”, which comprises a flat list of individuals or organizational roles belonging to that Major Claimant.  Each entry (leaf entry) then contains the attributes about a specific individual or organizational role.
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Figure 2‑4  DoN White Pages Directory Information Tree

The DIT can be used to locate specific Navy Major Claimant organizations (Level 5) to limit the scope of a search for specific individuals.  Conversely, a user may also search the entire Navy or USMC directories at Level 4.
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Figure 2‑5  DoN White Pages Leaf Entry

2.4.2 Directory Information Base

The DIB identifies the attributes that define the individuals and organizational roles in the DoN-WP directory.  In the near term, the following attributes will comprise the DIB:

· Common Name(s), (e.g., First name, Middle initials, Last name)

· Military Rank, (e.g., CAPT, LT, Gen, SSgt, E1-E9)

· Organization, (e.g., Command name)

· Billet/Staff Code, (e.g., N6, N32)

· Billet Description, (e.g., Commanding Officer, Air Operations Officer, Assistant Program Manager)

· SMTP E-mail Address,

· Phone Number, (e.g., +1 619-555-2222)

· Location, (e.g., City)

As the Navy implementation of the DoD Public Key Infrastructure (PKI) matures, PKI certificates will also be included in the DoN-WP DIB:

· PKI Encryption (confidentiality) Certificate

Table 2‑1 defines the LDAP attributes and Object Classes implemented in the DoN-WP Directory.


[image: image7.wmf]DIB Attribute

LDAP Attribute

Belongs to Object Class

Source

Full Name

cn

person

Created in DoNWP

First Name

givenName

inetOrgPerson

Claimant

Last Name

sn

person

Claimant

Middle Initials

initials

inetOrgPerson

Claimant

Rank

personalTitle

claimantPerson*

Claimant

E-mail address

mail

inetOrgPerson

Claimant

Phone Number

telephoneNumber

person

Claimant

Billet/Staff Code

code

claimantPerson*

Claimant

Billet Description

title

organizationalPerson

Claimant

Command

ou

organizationalPerson

Claimant

Location

l

organizationalPerson

Claimant

Encryption Certificate

userCertificate;binary

inetOrgPerson

DoD PKI

DoD User ID

doduid

claimantPerson*

DoD PKI

* claimantPerson is a unique Object Class created for the Netscape DoN White Pages 

implementation.


Table 2‑1  DoN White Pages Directory Attributes and Object Classes

2.4.3 Directory Indexing

Directory indexes reduce user directory search time on particular DIB attributes.  Attributes without indexes can still be searched, however, with reduced performance.  Conversely, a directory with too many indexes will update and replicate slowly.  Netscape allows for four types of indexes: Approximate, Equality, Presence, and Substring.

Approximate indexes improve the performance of “Sounds Like” queries that are frequently used on people’s names.  “Sounds Like” queries are used to match phonetically similar words.  Equality indexes improve the performance of queries that find records that exactly match a specified criteria.  Presence indexes are used to improve the performance of queries that identify records that actually contain a value in a particular attribute.  Substring indexes improve the performance of queries that find records based on a substring of the entire attribute.

At a minimum, users must be able to search by Common Name and Billet Code.  Additionally, it is worthwhile that the users are able to quickly search by Rank, Command name, SMTP address, Phone Number, and Location.  Table 2‑2 shows the indexes implemented in the DoN-WP directory.


[image: image8.wmf]DIB Attribute

Approximate

Equality

Presence

Substring

Full Name

X

X

X

X

First Name

X

X

X

X

Last Name

X

X

X

X

Middle Initials

X

Rank

X

X

X

E-mail address

X

X

X

Phone Number

X

X

X

Billet/Staff Code

X

X

X

Billet Description

X

X

Command

X

X

X

Location

X

X

X

Encryption Certificate

X

DoD User ID

X


Table 2‑2  DoN White Pages Directory Indexes

2.5 Large Deck Afloat DoN White Pages Distribution (eventual configuration, initial capability will be via HTTP)

The Replication Master located in the San Diego ITSC will act as the Replication Master for both shore and Afloat Field Servers.  One Afloat Field Server will be installed aboard each large deck (CV, CVN, LHA, LHD, LCC) platform for use by the ship’s company and embarked staff and squadrons.  An Afloat Field Server will consist of a Netscape DS and a Microsoft Internet Information Server collocated on one of the IT21 Windows NT file servers.

Distribution of DoN-WP directory data entries and delta-changes will be performed identically to the shore Field Servers.  The Replication Master will push a complete replica of the DoN-WP out to the Afloat Field Server directories through the Fleet NOCs.  In addition to the Netscape replication agreements for the shore Field Servers, there will be one Netscape replication agreement for each large deck ship’s Afloat Field Server.

Afloat Field Server replication processes will be scheduled to run when network traffic to and from the ship is expected to be at its lowest.  The shipboard DoN-WP administrator will be able to modify the scheduling of the CIR agreement to coordinate with the ship’s local schedule.  The administrator will also be able to force an update of the ship’s DoN-WP directory, if necessary.  Likewise, if the local operational commander requires that the ship go into a MINIMIZE state, the shipboard DoN-WP administrator can suspend the replication process, if necessary.

At least once a month, and prior to major underway periods, ships with an Afloat Field Server will be manually bulk loaded with a new complete copy of the DoN-WP DIT.  This process will ensure that the ship has a complete, uncorrupted copy of all the directory’s records.  The replication will be re-initialized and will perform all subsequent delta change updates.

Ships frequently contend with intermittent connections to the shore establishment, dropped communications links, and low bandwidth.  The implementation of the afloat DoN-WP considers these special operational conditions.  Firstly, the Netscape DS replication process only transmits delta (changed) records on the attribute level.  This uses only the minimum possible bandwidth for LDAP updates to the directory.  Replication also occurs on a scheduled basis, inside a time window specified by the afloat administrator.  If connectivity to the Replication Master is not available during that period, the replication will be delayed until the next available period, or until the administrator forces an update of the directory.  If, during replication, the ship loses connectivity to the shore, the replication will be cancelled, but none of the updates that have been performed will be lost.  This is because Netscape performs replication serially, just as the original modifications were made to the Replication Master.  Each change is a discrete event; if 24 out of a total of 50 changes have been made when the link is lost, replication will restart on the 25th change.  While Netscape replication will not occur during periods when the ship is in an emission control (EMCON) state, the changes will continue to be held in the Replication Master, and will be transmitted during the next scheduled period after the ship leaves EMCON.

2.6 User Access

Users will query the DoN-WP directory using either an LDAP enabled e-mail client, or Web browser (Internet Explorer 4.0 or greater, or Netscape 3.0 or greater).  Other LDAP applications may also anonymously query the DoN-WP without any human intervention. This section describes how users ashore and at sea will access the DoN-WP.

Network access to the DoN-WP servers must be provided by the user’s normal IP network access, either directly connected over a Local Area Network (LAN), dial-in to the user’s network, or over a ship’s radio frequency (RF) path.  The DoN-WP services will be available to dial-in users as long as they are dialing into a Naval network.  This is due to the authentication procedures for use of the DoN-WP.  See Section 2.7.1 for details on the DoN-WP user authentication procedures.
2.6.1 LDAP Access Capabilities

Many of the recent releases of commercial e-mail clients support the LDAP protocol for access to directories similar to the DoN-WP.  This section describes the operation of the two most widely used e-mail clients in the Navy, Microsoft Outlook and Lotus.  However, many other e-mail clients such as Netscape Messenger (part of Netscape Communicator), Outlook Express, and Novell GroupWise also provide LDAP lookup capabilities.

2.6.1.1 Using Microsoft Outlook 97/98 LDAP Capabilities

Microsoft Outlook 97 and Outlook 98 LDAP services will be configured to access the DoN-WP directory as described in Appendix A. Outlook 97 is not officially supported for LDAP.   At a minimum, all users should configure two instances of the DoN-WP directory service.  The primary one should be the entire Navy and Marine Corps branches sourced from the Field Server closest to their geographic location, from the onboard Afloat Field Server on the large decks, or within their current Area of Responsibility (AOR) for non-large deck afloat users.  The secondary one should be sourced from a Field Server geographically separated from the first.  Refer to Section A.3 for complete discussion of the recommended client configurations.

Figure 2‑6 shows the process a user follows to address a message using the Microsoft Outlook 98 LDAP directory services.  First the user clicks on the “To…” button in the Outlook 98 ‘New Mail Message’ window.  Next, the user manually selects the LDAP entry that represents the instance of the DoN-WP directory he/she would like to search.  Under normal conditions, this will be the primary Field Server (closest to the user’s location).  However, in the case that the user has been informed of a planned outage of that Field Server, or is experiencing performance degradation, he/she may choose to access the secondary DoN-WP instance.

Next, the user clicks on the ‘Find…’ button and types in the addressee’s name or e-mail address.  (These are the only two attributes that Outlook 98 allows the user to search, so if a search by billet or one of the other DoN-WP attributes is required, the user will have to use the HTTP interface to the DoN-WP.  See Section 2.6.2 for details on how the HTTP interface may be used.)  Once the desired name is found in the search results, the user selects the appropriate address heading (“To:”, “cc:”, “bcc:”), addresses the message, and chooses the appropriate send option(s).
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Figure 2‑6  Microsoft Outlook LDAP Capabilities

Optionally, Microsoft Outlook 98 also supports automatic client referrals to LDAP directories as indicated in Appendix A.1.2.  If the user configured the client to automatically check names in the DoN-WP directory, he/she does not have to manually search for each individual.  As the user addresses the message in the ‘New Mail Message’ window, he/she can simply write a portion of each addressee’s name, separated by commas or semi-colons.  Then, when the user selects the ‘Tools’ menu and ‘Check Names’ from the submenu, each partial name will be used as a search criteria against the directories configured in Appendix A.1.2, step 17.  The user may then select from a list of  displayed names that match the search criteria.

Automatic LDAP referrals may result in an excessive number of LDAP queries against the DoN-WP, and may not return satisfactory results.  As an alternative, the user should add frequently used addresses into their ‘Contacts’ or ‘Personal Address Book’ directories. Personal Address Book (PAB) is a generic term used throughout this document to represent either the Microsoft ‘Contacts’ or ‘Personal Address Book’ directories (and the Lotus ‘Personal Name & Address Book’).

After individuals are located in the DoN-WP using Outlook 98, the user may view properties about each individual.  As shown in Figure 2‑7, this information includes the individual’s display name, e-mail address, and some additional information from the directory (e.g., street address).  If the user needs more details about an individual, he/she must use the HTTP interface to the DoN-WP.
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Figure 2‑7  Microsoft Outlook 98 Displayed Attributes
2.6.1.2 Using Lotus Notes R5 LDAP Capabilities

Lotus Notes R5 LDAP accounts will be configured to access the DoN-WP directory as shown in the previous section.  At a minimum, users should configure two accounts referring to the DoN-WP directory.  The primary one should be the entire Navy (or Marine Corps) branch sourced from the Field Server closest to their geographic location or within their current Area of Responsibility (AOR) for afloat users.  The secondary one should be sourced from a Field Server geographically separated from the first.  Refer to Section A.3 for complete discussion of the recommended client configurations.

Figure 2‑8 shows the process a user follows to address a message using the Lotus Notes R5 LDAP directory services.  First the user clicks on the “Address…” button in the Notes ‘New Memo” window.  The default directory to search will be the Personal Name & Address Book, so the user will manually update the “Look in” box by selecting the LDAP entry that represents the instance of the DoN-WP directory he/she would like to search.  (The ‘Personal Name & Address Book’ is Lotus’ name for a Personal Address Book (PAB).  PAB is a generic term used throughout this document to represent either the Microsoft ‘Contacts’ or ‘Personal Address Book’ directories or the Lotus ‘Personal Name & Address Book’.)  Under normal conditions, this will be the primary Field Server (closest to the user’s location).  However, in the case that the user has been informed of a planned outage of that Field Server, or is experiencing performance degradation, he/she may choose to access the secondary DoN-WP instance.

Next, the user types in the addressee’s name and clicks on the ‘Search’ button.  Once the desired name is found in the search results, the user selects the appropriate address heading (“To:”, “cc:”, “bcc:”), addresses and sends the message.
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Figure 2‑8  Lotus Notes LDAP Capabilities
In addition to the basic search capabilities, Lotus Notes supports an advanced search function.  The user can begin a detailed search by clicking the ‘Detailed Search…’ triangle at the bottom of the ‘Select Address’ dialog box shown in Figure 2‑9.  This dialog box provides the user flexibility in choosing the criteria used to search for attributes.  The user can select from criteria such as: Contains, Doesn’t Contain, Is, Isn’t, Begins with, Ends with, and Sounds Like.  The user also has the ability to search by multiple attributes, including: Name (cn), Mail Address (mail), Last Name (sn), First Name (givenName), Location (l), Phone Number (telephoneNumber), Company, Department, City, and Street Address.  If the user needs to search by an attribute that is not supported by Lotus Notes (i.e., billet), he/she must use the HTTP interface to the DoN-WP to perform their search.
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Figure 2‑9  Lotus Notes Detailed Search Capabilities
After individuals are located in the DoN-WP using Lotus Notes, the user may view properties about each individual.  This information includes all of the possible search attributes listed above, as well as the individual’s Job Title, Personal Title and public confidentiality certificate.  If the user needs more details about an individual, he/she must use the HTTP interface to the DoN-WP.

Lotus Notes R5 also supports automatic client referrals to LDAP directories as indicated in Appendix A.2.1.  If the user configured the client to automatically check names in the DoN-WP directory, he/she does not have to manually search for each individual.  As the user addresses the message in the ‘New Memo’ window, he/she can simply write a portion of each addressee’s name, separated by commas.  Then when the user clicks the ‘Send’ button, each partial name will be used as a search criteria against the Notes Address Book (NAB) (i.e., Lotus Notes SAB) and any directories configured in Appendix A.2.1, step 4(d).  The search is conducted first against the NAB and then against each LDAP directory in alphabetical order by its descriptive name.  If a match to the LDAP query is found in any directory, the search will stop and the subsequent directories will not be searched.  If multiple names are located in the directory, the user will be prompted to choose from a list of possible addressees that match the search criteria.

2.6.2 HTTP (Web) Access

The second type of access available to DoN-WP users is a Web-enabled version of the DoN-WP.  The same DoN-WP directory data will be available when using the LDAP interface or the HTTP interface to the DoN-WP.  However, some users may not have access to an LDAP e-mail client, or may need access to attributes that are not available using an e-mail client.  Therefore, the HTTP interface will provide the complete capability set.

Figure 2‑10 is a notional web site to show the expected capabilities of the HTTP interface to the DoN-WP.  Like the LDAP directory interface, the HTTP interface can be used to look up e-mail addresses and other information about individuals.  However, the HTTP interface will have greater search capabilities and will display all of the DoN-WP attributes.

Generally, users will search the DoN-WP using the HTTP interface in the following manner.  First, the user will select the portion of the directory that he/she wants to search.  This can include all of the Navy or Marine Corps, or any one of the Navy Major Claimants.  Next, the user will select which of the attributes will be searched.  This will include nearly every attribute in the directory.  Then, the user enters the search criteria, such as a name or billet code.  Users may also enter wildcards to further clarify the search criteria.

Search results will be returned in the form of a list with a minimum of information (e.g., full name, e-mail address, phone number, billet code, location).  Clicking on an individual’s entry will display the entire record.  Each entry in the list will also contain a check box to be used to address an e-mail message.  The user can select individuals in the list by checking the box, and then add them to the addressing fields (To:, cc:, bcc:) by clicking on the respective addressing button.  The user can perform multiple searches and continue to build the address list until all of the individuals desired from the DoN-WP have been addressed.  Finally, the user clicks a button to compose the e-mail.  The HTTP interface will launch the default e-mail client and open a message window pre-addressed with the addresses selected from the DoN-WP.  The user can complete their message in the usual manner.
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Figure 2‑10  Notional DoN White Pages HTTP Interface Screen

An HTTP interface to the DoN-WP will be hosted on each of the four Field Servers.  The HTTP interface will be accessible via any standard JAVAScript-enabled browser (i.e., Internet Explorer 4.0 or greater and Netscape 4.0.6 or greater).  No authentication is required for access to the HTTP interface.  The user will be “authenticated” as long as he/she is located on a Navy network recognized by the DoN-WP IP source address filter established at all Field Server sites.  See Section 2.7.1 for details on the authentication scheme used for the DoN-WP.

2.6.3 Shore-based Access Scenarios

Users located on Navy networks ashore can access the DoN-WP using an LDAP e-mail client or a web browser.  Typically, e-mail users will have multiple e-mail address directories to choose from when locating an individual’s e-mail address.  Table 2‑3 outlines these possible directory information sources.  In this document, it is assumed that the user first searches the PAB, and then the SAB before attempting to find an individual in the DoN-WP.
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Table 2‑3  E-mail Directory Information Sources
Shore-based users will access the DoN-WP directory when the desired addressee cannot be found in the local address book or if they need to access the recipient’s public confidentiality key to encrypt a message to that person.

Figure 2‑11 displays the typical shore based user access scenario.  Navy users will typically be using some form of “full body” client, which also includes an e-mail capability.  These client/server systems, such as Microsoft Outlook, Lotus Notes, and Novell GroupWise, contain other groupware capabilities, and communicate mainly with their own server for proprietary services.  However, “full body” groupware clients can also be used to access standards-based services such as LDAP.  Using one of these clients, the user will attempt to find the e-mail address for an individual.  The user will first attempt to locate the address in the PAB located on the workstation.  If the addressee cannot be found within the PAB, the e-mail client can be configured to automatically query the e-mail system Server Address Book (SAB).  If the addressee has not been located in either the PAB or the SAB, the user can then opt to manually look in the Authoritative Source directory or the DoN-WP directory using the LDAP capability built into the e-mail client.  Depending on the client version and configuration, this LDAP query may also occur automatically.

No authentication is required for access to the DoN-WP directory.  In the near term, the user will be “authenticated” as long as he/she is located on a Navy network recognized by the DoN-WP IP source address filter established at all Field Server sites.  The Navy’s goal is to provide user certificate based authentication to all information services, including the DoN-WP.  See Section 2.7.1 for details on the authentication scheme used for the DoN-WP.
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Figure 2‑11  Shore User Access Scenario
How the DoN-WP is accessed using the e-mail client will largely be determined by the capabilities of the client.  Some clients can create automatic referrals to LDAP directories based on a priority list until an address is found.  Other clients require that the user manually choose to look in a particular directory.  Depending on the situation, the user may also choose to look directly into the DoN-WP when looking for information other than an e-mail address, or when he/she knows the user will not be found in any local directories.

2.6.4 Afloat Access

Shipboard access to the DoN-WP will be similar to that of a shore user, with a few exceptions due to the special operational considerations of a frequently disconnected ship.  Users on Large Deck and non-Large Deck IT21 upgraded ships will still use their e-mail client or Web browser to access the DoN-WP, but the location of the directory server will be different for each.  As explained in Section 2.5, non-Large Deck IT21 ships will not receive an on-board Netscape DS Field Server, but each IT21 Large Deck ship will.  The IT21 platform upgrades are required before users aboard ship will be able to use the DoN-WP service, because the service runs on an Internet Protocol (IP) network.  Future IT21 upgrades will include the installation of Outlook 98 (and in the future, Outlook 2000) with the LDAP add-on as part of their Global Command and Control System – Maritime (GCCS-M) suite.  Starting with GCCS-M build 3.1.2 (CY00), all GCCS-M installs will include the LDAP service for Outlook which will allow those ships to access the DoN-WP using the LDAP protocol.

2.6.4.1 Large Deck Ship Access

Large Deck ships installed with IT21 upgrades will receive an NT-based Netscape DS that will act as the DoN-WP Afloat Field Server for the platform.  Afloat Field Servers will also be installed with Microsoft Internet Information Server 3.0 to host the HTTP interface to the DoN-WP.  The Afloat Field Server will be the ship’s primary LDAP and HTTP access to the DoN-WP.

Like a shore user, ship users will attempt to locate the desired addressee based on the configuration of their Outlook 98 mail client.  Refer to Section A.4 for the recommended large deck client configuration.  Using this recommended configuration, the e-mail client will automatically try to locate recipient addresses using the user’s PAB, and then the Exchange SAB.  If the address cannot be found in either of these directories, then the Outlook client will make an automatic referral to the DoN-WP Afloat Field Server on-board.
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Figure 2‑12  Large Deck User Access

If the Afloat Field Server is down, the user can manually make an LDAP query to a shore based DoN-WP Field Server (in the ship’s AOR) or access the DoN-WP HTTP interface using a web browser.

2.6.4.2 Non-Large Deck Ship Access

Non-Large Deck IT21 ships will not have a Netscape DS installed.  Instead, they will access shore Field Servers for both LDAP and HTTP access to the DoN-WP.

Like Large Deck users, they will use the Outlook client to locate the desired addressee in the DoN-WP.  Refer to Section A.4 for the recommended non-Large Deck client configuration.  This is very different from the Large Deck configuration because there is no local copy of the DoN-WP on the ship.  Using the recommended configuration, the e-mail client will automatically try to find recipient addresses using the user’s PAB, and then the Exchange SAB.  If the address cannot be found in either of these directories, then the user will have to make the decision to manually query the shore based DoN-WP Field Server using either their LDAP-enabled e-mail client or web browser.  Based on the current AOR of the ship, the user should choose the appropriate Field Server to access.

To minimize use of the ship’s very limited bandwidth, users should be encouraged to add the e-mail addresses to their PAB for addressees that they expect to use in the future.  This will eliminate the need to query shore Field Servers except in the case of new or changed addresses.
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Figure 2‑13  Non-Large Deck User Access
2.7 Security

2.7.1 User Authentication

Authentication is the means by which a user’s identification is verified and that user is permitted access to network resources.  The typical user authentication process includes a challenge for a user ID and password, followed by the user’s response. The LDAP and HTTP interfaces to the DoN-WP will not require manual user authentication using the challenge/response process because of the management overhead required to maintain passwords for every individual in the Navy.  It is also envisioned that many Naval intranet applications will leverage the information in the DoN-WP.  Many of these applications do not currently support a means to automatically authenticate themselves using the challenge/response system.

Currently, authentication for users of the DoN-WP will take place at the server level.  As part of a Defense-in-Depth security strategy, the Naval intranet ITSCs will be protected at different levels in different zones.  One such zone, termed the “DMZ”, will be outside the ITSC firewall, but within the outer router.  This DMZ is where the DoN-WP Field Servers will be installed.  Refer to Figure 2‑14 to see a diagram of the physical DoN-WP security infrastructure.  The DoN-WP Field Servers (Netscape Directory Server and Netscape Enterprise Server) will be configured with access control lists (ACL).  The ACLs will contain the Internet Protocol (IP) network addresses for Navy networks that will be allowed access to the DoN-WP service.  The ACL will refuse access to those people that are not on an accepted Naval network.  This ACL will be populated identically at each DoN-WP Field Server site with a list of network IP addresses determined by SPAWAR PMW 161.
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Figure 2‑14  User Authentication – Server ACLs

The goal solution for user authentication is the use of DoD PKI certificates.  As Navy users transition to the DoD PKI, security for the LDAP and HTTP interfaces to the DoN-WP will be provided by verifying DoD PKI user certificates.  In the future, users registered with the DoD PKI will be provided full access to the DoN-WP, regardless of their network location.

2.7.2 Firewall Considerations

This section describes the network protocols that are expected to be sent over the Naval Enterprise by the DoN-WP directories and its users.  This information is provided as a reference for firewall and network security planners throughout the Navy and Marine Corps.

2.7.2.1 Secure Socket Layer

Secure Socket Layer (SSL) is a protocol that provides for encrypted client/server communications using PKI encryption certificates.  SSL encryption can be used in conjunction with various client authentication techniques: unauthenticated, simple challenge/response authentication, or certificate-based authentication (strong authentication).  Many Internet-based protocols, including HTTP and LDAP, may be sent securely using SSL links.

Secure LDAP (LDAPS) is expected to be used to protect the Authoritative Source directory feeds into the Translator.

2.7.2.2 Lightweight Directory Access Protocol v3

The Lightweight Directory Access Protocol (LDAP) is the basis of the DoN-WP architecture.  LDAP is used by the Netscape Directory Server 4.0 product to facilitate user access to the directory and replication of directory information among servers.  LDAP is also used by the Netscape Console 4.0 management software to manage Netscape Directory Servers remotely.

LDAP will be used by users’ e-mail clients to access the DoN-WP Field Servers.  Replication between all of the DoN-WP servers will be performed over authenticated secure LDAP connections.  Additionally, for any LDAP-enabled Authoritative Source directories, secure LDAP connections will be used to pull their data into the DoN-WP Translator.  Lastly, LDAP will be used by Netscape Console 4.0 to remotely manage the DoN-WP directory architecture.

2.7.2.3 HyperText Transfer Protocol

HyperText Transfer Protocol (HTTP), the protocol that facilitates access to web sites on IP networks, is also used by the Netscape Console 4.0 management software to initiate management sessions with remote Netscape Directory Servers.

HTTP will be used to access the “publicly” available HTTP interface to the DoN-WP (refer to Section 2.7.1).  Also, HTTP will be used by Netscape Console 4.0 to establish remote management sessions with the components of the DoN-WP directory architecture.

2.7.2.4 File Transfer Protocol

Until all of the Authoritative Source directories become LDAP-enabled, FTP will be used by some Services/Major Claimants/Echelon II commands to deliver directory updates to the Translator administrators when LDAP access to the Authoritative Source directory is unavailable or infeasible.  Delivery of the files will be made to an intermediate FTP server by the Authoritative Source administrators, and retrieved by the Translator administrators.

2.7.2.5 JAVA

Netscape Console 4.0 is a JAVA application used to remotely manage Netscape’s SuiteSpot family of servers, including Netscape Directory Server 4.0.  Along with LDAP and HTTP, Netscape Console 4.0 uses some JAVA to remotely manage Netscape Directory Servers.

2.8 Integration of DoD PKI

The DoN-WP directory will contain X.509 v3 certificates to be used by Navy personnel to digitally sign and encrypt SMTP e-mail traffic.  However, these PKI certificates are actually created and maintained by DISA’s DoD PKI.  In accordance with the DoD Information Infrastructure PKI CONOPs, a Navy user that requires identification and confidentiality certificates will register with a DoD PKI Local Registration Authority (LRA).  The registration process will produce an entry for that person in two DoD PKI Directories.  One of the directories will contain the person and their (non-escrowed) identity certificate that can be used to legally sign electronic documents with non-repudiation for the signer.  The second directory will contain the person and their (escrowed) confidentiality certificate that can be used for Medium Grade Messaging (MGM) digital signature and encryption.

For those DoN users that have registered with the DoD PKI, the X.509 confidentiality certificates created in the DoD PKI Directory will be made available as an attribute in the DoN-WP.  The confidentiality certificate is considered sufficient to support digital signatures and encryption necessary for SMTP Medium Grade Messaging.  Currently, individuals’ identity certificates will not be pulled into the DoN-WP Directory.

The Translator will perform the integration of the DoD PKI confidentiality certificate.  To perform the integration, the DoN-WP architecture will require a local replica of the DoN and Contractor branches of the DoD PKI Confidentiality Certificate directory.  As seen in Figure 2‑15, this replica “clone” of the DoN branch of the DISA DoD PKI directory will be held locally in the San Diego ITSC.
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Figure 2‑15  Modified DoN White Pages Functional Infrastructure

This replica will be synchronized on a daily basis with the DISA directory over an LDAPS link.  This will ensure that up to date certificates are being disseminated throughout the DoN-WP architecture for daily use in Medium Grade Messaging.

In addition to combining and normalizing the Authoritative Source directories, the Translator will incorporate the USN and Contractor branches from the DoD PKI directory as shown in Figure 2‑16.  This may also be accomplished by two directory instances resident on the Translator hardware.  A comparison will occur to locate the same users in both the DoD PKI and DoN-WP Navy Major Claimant and Echelon II command branches.  This comparison will be based upon the user’s unique e-mail address in both branches.  When the user match is made, the confidentiality certificate will be imported from the DoD PKI branch into the individual’s entry in the  correct DoN-WP branch.
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Figure 2‑16  Confidentiality Certificate Import

In the future, when the DoD PKI Registration Number created for each user in the DoD PKI Directory is more widespread, it will be used in the place of the e-mail address to uniquely correlate a user’s record between the DoD PKI directory and the DoN-WP.

3 DoN White Pages Roles and Responsibilities

3.1 DoN White Pages Management/Administration

The overall management concept for the DoN-WP architecture leverages current management responsibilities and expertise of the “participants” to minimize the need for new support billets.  This does not preclude new administration responsibilities, only that the DoN-WP architecture has been designed to minimize the need for new support personnel.  Management of the directory data, infrastructure hardware, and infrastructure software will be delegated separately to the Services/Major Claimants/Echelon II commands, San Diego ITSC administrators, local site operators, and afloat administrators.

The DoN-WP management concept is to provide most of the DoN-WP system administration centrally.  Central management over the shore backbone software components (i.e., Netscape Directory Server 4.0, Netscape Enterprise (Web) Servers) will be performed using Netscape Console 4.0.  Console 4.0 allows an administrator to remotely configure and administer Netscape SuiteSpot products over the WAN from a central location.  However, each of the local site operators will provide necessary hardware support for the DoN-WP infrastructure.

Afloat system administrators will have to perform both software and hardware administration of the afloat directory components.  However, it is expected that shipboard administrators will not experience a steep learning curve to support the DoN-WP.

Lastly, maintenance of the master directory data will be performed without any change to current operations.  Authoritative Source administrators will retain control and responsibility over their authoritative directory data, as will the shipboard administrators.  The only responsibility of the DoN-WP administrators is to collect, normalize, and disseminate the directory data provided by the Authoritative Sources.
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Figure 3‑1  Netscape Console 4.0 Directory Management
3.1.1 Authoritative Source Directories

The Authoritative Source directories will be the sole source of directory information about individuals in the Service/Major Claimant/Echelon II command.  The directories will contain every individual with an e-mail account.  The existing Authoritative Source administrators will continue to administer this directory and keep it up to date to reflect changes in e-mail addresses and other pertinent information.  Because these directories will be used as the basis for the DoN-WP, the data must be as accurate and current as possible.

In addition to creating and maintaining their directory, each Service/Major Claimant/Echelon II command must also cooperate to publish their directory into the DoN-WP.  This includes providing the DoN-WP operators with a means to access the Authoritative Source directory, and providing regularly scheduled updates to their portion of the DoN-WP.  The Authoritative Source administrators must also inform the DoN-WP operators of any changes or enhancements to their specific directory that must be reflected in the DoN-WP.  These responsibilities will be recorded in a Memorandum of Agreement (MOA) between the Service/Major Claimant/Echelon II command and SPAWAR.

The Services/Major Claimants/Echelon II commands also comprise the user population for the DoN-WP.  The Services/Major Claimants/Echelon II commands should make policies that enable the use of the full capabilities of the DoN-WP directory within their Service or claimancy.  They must provide unclassified and classified network access, and desktop computers should be configured with web browsers and LDAP-enabled e-mail clients.  Authoritative Source administrators are also responsible for disseminating specific instructions to their users on how to access the DoN-WP service.  Firewall policies should also be reviewed (with the information provided in Section 2.7.2) to make the best use of the DoN-WP service.

3.1.2 DoD PKI Confidentiality Certificate Directory

The DoD PKI Confidentiality Certificate Directory is the sole source for DoD PKI Confidentiality certificates in the DoN-WP.  DISA is the administrator and Certificate Authority for the DoD PKI.  Registration and population of DoD PKI users will be performed in accordance with the DoD Information Infrastructure Public Key Infrastructure (PKI) Concept of Operations.

DISA is responsible for allowing the Navy to replicate the ou=USN and ou=Contractors branches of the Confidentiality Certificate directory on a daily basis.  Replication of the Confidentiality Certificate directory will be consumer initiated from the Navy PKI Clone located in the San Diego ITSC.  A certificate authenticated LDAPS connection will be used to perform the DoD PKI to Navy Clone replication.

3.1.3 San Diego ITSC White Pages Administration

The San Diego ITSC will be the central point of system administration for the DoN-WP.  The San Diego ITSC is a government owned facility, operated by a combination of government and contractor operators.

The San Diego ITSC will contain a majority of the DoN-WP backbone components, including the Translator, Replication Master, Navy PKI Clone, and a Field Server.  Operators inside the San Diego ITSC will also be responsible for monitoring and configuring all of the Netscape Directory and web server software running on the Field Servers at the other three DoN-WP locations.

The first responsibility of the DoN-WP operators at the San Diego ITSC is the translation and distribution of directory information collected from the Authoritative Source directories.  This process will occur identically in both the unclassified (e.g., NIPRNET) and classified (i.e., SIPRNET) domains.  The operators at the ITSC, with the assistance of SSC-SD, will directly interface with the Authoritative Source directories to receive their directory updates on a regularly scheduled basis.  Authoritative Source data will be collected over certificate authenticated LDAPS connections, or via a challenge/response FTP site hosted at the ITSC.  The DoN-WP operators will determine how each Authoritative Source administrator will deliver their data to the FTP site, specifying the file names and locations that each Authoritative Source should use.  File formats and configurations will have been agreed upon between SPAWAR and the Service/Major Claimant/Echelon II command based on a signed MOA.

When new file updates are received from the Authoritative Source directories or the DoD PKI Confidentiality Certificate Directory, automated Perl scripts will run to import delta-changes to the appropriate portion of the DIT.  Scripts will be scheduled to run when performance considerations are the least.  DoN-WP operators will ensure that delta-change import scripts run properly as scheduled, and will manually launch scripts on an adhoc basis if the schedule is compromised.

The San Diego ITSC DoN-WP components are running on Sun Microsoystems hardware running the Solaris UNIX operating system (OS).  These hardware platforms consist of mirrored redundant hard disks for the OS, Netscape software, and directory data.  If any disk fails, the redundant mirrored disk will immediately take over operations to avoid any down time.  The Sun Miscrosystems vendor will provide on-call hardware maintenance to the DoN-WP hardware components.  Support will include 7x24 phone service and 8 A.M. to 4 P.M. on-site support weekdays.

3.1.3.1 Backup and Recovery Operations

The DoN-WP Translator/Replication Master server will be completely backed up; operating system, directory server software, and directory data.  Also in addition to the hardware redundancy built into the Sun Microsystems hardware, the overall DoN-WP system is inherently redundant.  If the Translator and Replication Master fail due to hardware failure, the Field Servers will continue to operate and provide services to Naval users.  The Translator will then be reconstituted and its directory data will be repopulated from a local backup, or one of the Field Servers backups. Operators will also maintain a backup of the Translator/Replication Master script files locally so that the Translation process can be resumed once the server is repaired.

Distributed backup and recovery will also be performed from the San Diego ITSC.  Using the Netscape Console, the San Diego DoN-WP administrators will create weekly backups of directory data located on the Field Servers.  These backups will be created on a hard disk storage device local to the Field Server site.  In the case of software failure or data corruption on one of the Field Servers, either the San Diego administrators or the local site administrator can restore the Field Server directory (based on the severity of the failure).

3.1.3.2 Help-Desk

The San Diego site will act as the host for a help-desk for Field Server site administrators and Authoritative Source administrators.  Remote Field Server site personnel will be able to contact the San Diego help desk by phone for technical assistance, as required, if the Field Server needs to be reconstituted due to a catastrophic failure or some other problem is affecting system performance.  Authoritative Source administrators can contact the San Diego help desk for assistance with issues regarding the pull of Authoritative Source directory data.

The Authoritative Source administrators are responsible for disseminating specific instructions to their users on how to access the DoN-WP service.  If problems arise that the Service/Major Claimant/Echelon II administrators are unable to rectify, they can contact the San Diego help desk for assistance.  The San Diego help-desk will provide the Authoritative Source administrators with documentation on how to use specific LDAP e-mail clients and the DoN-WP HTTP interface.

3.1.3.3 System Monitoring

Using Netscape Console 4.0, the DoN-WP operators will centrally monitor the operation and performance of the entire DoN-WP system.  There are three goals in monitoring the DoN-WP components:

· Detect when the directory service is unavailable due to hardware failures or network outages

· Detect periods of degraded performance

· Collect performance trends to anticipate requirements for future growth.

The San Diego site DoN-WP administrators will remotely monitor the Field Servers in real time to verify their availability.  The automatic monitoring process will alarm the San Diego help-desk if it determines that it is unable to communicate with a particular Field Server using LDAP.  Help-desk personnel will determine, with the assistance of personnel onsite at the Field Server site, if the problem is hardware, software, or network related, and what actions must be taken to restore DoN-WP service.

Netscape Console will allow the operators to monitor the performance of the Field Servers.  The San Diego ITSC DoN-WP operators will collect performance metrics such as average number of connections to the server per minute, average size (bytes) of query responses returned to clients, and average response size (bytes) per minute.  These metrics will be used to ensure that the DoN-WP are meeting, and exceeding, the performance requirements set by the DoN ITI Architecture.

Operators will also perform periodic checks of the Netscape DS log files to ensure that the Replication Master and Field Servers are operating properly.  This will include monitoring the access, error and audit logs.  Operators will also monitor the operation of the replication to ensure that delta-changes are being received successfully by the Field Servers.  DoN-WP operators will centrally monitor the following replication activities throughout the DoN-WP architecture:

· DoD PKI Confidentiality Certificate Directory (supplier) to Navy PKI Clone (consumer)

· Replication Master (supplier) to each of four Field Servers (consumers)

· Replication Master (supplier) to each Afloat Field Server (consumers).

3.1.4 Field Server Administration

Initially, there will be a total of four Field Servers in the DoN-WP architecture.  One of these servers is located in the San Diego ITSC, and is maintained by the ITSC operators.  The three other servers are located at Naval Computer and Telecommunications Area Master Station (NCTAMS) LANT in Norfolk, Virginia; NCTAMS PAC in Wahiawa, Hawaii; and NCTAMS EURCENT in Naples, Italy.  The Netscape Directory and web server software on these three Field Servers will be administered and monitored centrally from the San Diego ITSC.

Field Server operators will not be expected to monitor the directory server; however, at least one operator will have experience in installing and rebuilding a Netscape Directory Server 4.0 platform in the case of a catastrophic failure of the Field Server hardware or software.  The Field Server operators will also be responsible for cycling power on the servers and ensuring a clean reboot of the Field Server software.  The Field Servers run on Sun Microsoystems hardware running the Solaris UNIX OS.  These hardware platforms consist of mirrored redundant hard disks for the OS, Netscape software, and directory data.  If any disk fails, the redundant mirrored disk will immediately take over operations to avoid any down time.    The Sun Miscrosystems vendor will provide on-call hardware maintenance to the Field Servers.  Support will include 7x24 phone service and 8 A.M. to 4 P.M. on-site support weekdays.

3.1.4.1 Backup and Recovery Operations

Backups will not be performed by the local Field Server operators.  Instead, the San Diego ITSC operators will perform backup and recovery operations remotely that reside on a hard disk local to the Field Server.  Weekly backups will reduce the number of changes that need to be transmitted to a Field Server in the case that a directory needs to be rebuilt and brought into convergence with the Replication Master.

3.1.5 Afloat Administration

3.1.5.1 Large Deck Platforms

As described in Section 2.5, large deck platforms will be installed with an Afloat Field Server consisting of a Netscape Directory Server and Microsoft Internet Information Server.  Because of their relative separation from the shore DoN-WP infrastructure, large deck system administrators will have to be able to act independently from the ashore DoN-WP management structure.

Afloat administrators will perform administration, monitoring, and backup of the Afloat Field Server.  Using Netscape Console 4.0, the ship administrators will monitor the operation and performance of their Afloat Field Server components.  Effective monitoring will detect periods of degraded performance and collect performance for the Afloat Field Server.

Using the Netscape Console, the ship’s administrators will create daily backups of directory data located on the Afloat Field Server.  These backups will be created on a storage device physically separate from the disk that contains the Windows NT operating system and the Netscape Directory Server software.  In the case of software failure or data corruption on the Afloat Field Server, ship’s administrator can restore the directory.

The Afloat Field Server will be configured with a Consumer Initiated Replication (CIR) agreement with the Replication Master located at the San Diego ITSC.  The ship’s administrator will be responsible for managing and monitoring the replication between the Afloat Field Server and the shore establishment.  The ship will have complete control over the replication schedule.  The Netscape replication agreement can be set to follow a standard replication schedule (e.g., once a day between 1 a.m. and 3 a.m. local time), or may be manually forced to replicate immediately or not at all.  For example, if a ship has been in EMCON for two or more days and needs to update their directory immediately, the administrator can force replication regardless of the schedule.  Also, if the local operational commander requires that the ship go into a MINIMIZE state, the shipboard DoN-WP administrator can suspend the replication process.

Lastly, the shipboard DoN-WP administrator will be able to reinstall and repopulate (from a shipboard backup) the Afloat Field Server if a catastrophic failure occurs.

3.1.5.2 Non-Large Deck Platforms

Since there will be no DoN-WP infrastructure aboard the non-large deck platforms, there are no administrative responsibilities.

APPENDIX A

A Configuring Client LDAP Services

A.1 Microsoft Outlook 98 LDAP Services

The Microsoft Outlook 98 client offers an LDAP service to connect to Internet-based directories such as the DoN-WP.  However, based on the specifics of the Outlook 98 client installation, the service may not be immediately available.  The “Internet” client installation of Outlook (not covered here) has the LDAP service pre-installed.  The “Corporate/Workgroup” client installation, which is the most common throughout the DoN, does not have the LDAP service installed as standard.  

A.1.1 Installing Outlook 97/98 LDAP Service

To add the LDAP service to a previous installation of the “Corporate/Workgroup” Outlook client, follow the steps below.  The LDAP service file may either be installed from your Outlook 98 CD-ROM (as described below), or downloaded from the Microsoft web site at http://officeupdate.microsoft.com/downloaddetails/o98ldap.htm.  The same instructions can be used to configure Outlook 97 to use LDAP services; however, Microsoft does not support the LDAP add-on when used with Outlook 97.

1. Close Microsoft Outlook 98.

2. Insert the Outlook 98 compact disk into the CD-ROM drive on the computer.

3. On the desktop, double-click the ‘My Computer’ icon.  (The ‘My Computer’ window will appear.)

4. Double-click the CD-ROM drive.

5. Navigate to, and open, the ‘Valupack’ folder.

6. Double-click the ‘Corpldap’ folder.

7. Double-click ‘O98ldap.exe’. (The ‘Microsoft LDAP Directory’ dialog box will appear.)

8. Click ‘Yes’ to install the service.

9. Click ‘Yes’ to accept the licensing agreement.  (The files are then extracted and installed.)

10. Click ‘OK’ when the installation is complete.  (The ‘Microsoft LDAP Directory’ dialog box will appear.)

11. Click ‘Yes’ to restart the computer.

The “Corporate/Workgroup” installation of Microsoft Outlook 98 is now upgraded with the Microsoft LDAP Directory Service.

A.1.2 Configuring Microsoft Outlook 97/98 LDAP Service

Once the Microsoft LDAP Directory service is installed, it must be configured in the Outlook client.  The LDAP Directory service may be used to connect to multiple LDAP directories, or to multiple branches of the DoN-WP directory.  Users may connect to the entire Navy branch of the DoN-WP or to other points in the DIT that contain a single Major Claimant’s information.

To configure the LDAP service for Microsoft Outlook 98:

1. Select the ‘Tools’ menu and select ‘Services…’ from the submenu.  The ‘Services’ dialog box will appear.

2. Click ‘Add…’  The ‘Add Service to Profile’ dialog box will now appear as shown in Figure A‑1.
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Figure A‑1  Adding the Microsoft LDAP Service

3. Select ‘Microsoft LDAP Directory’ and click ‘OK’.  The ‘LDAP Directory Service’ dialog box shown in Figure A‑2 will now appear with default values that will need to be modified.
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Figure A‑2  Microsoft LDAP Directory Properties

4. Type a name for the directory service in the ‘Directory Service Account’ box.  This can be any name that will uniquely identify this instance of the DoN-WP directory to the user (e.g., San Diego DoN-WP).

5. Type a server address in the ‘Server Hostname’ box.  This will be a host and domain name address similar to a Web URL address.  Refer to Appendix B for the actual DoN Field Server LDAP addresses.  Users should configure their client to be able to access multiple DoN-WP Field Servers.  See Section A.3 for recommended client configurations.

6. Type the server LDAP port number in the ‘Server Port Number’ box.  The default LDAP port number is 389.  The actual port numbers used by each Field Server are listed in Appendix B.

7. Users of the DoN-WP will not be required to logon with a user name and password.  Therefore, leave the ‘User Name’ and ‘Password’ boxes blank.

8. In the ‘Search Base’ box, indicate which search base you want to use for this instance of the LDAP service.  Every DoN-WP directory service must be specified with a Search Base.  Refer to Appendix C to see a list of all of the available Search Bases in the DoN-WP directory.

9. Click ‘OK’ to accept and close the ‘LDAP Directory Service’ dialog box.

10. Click ‘OK’ to accept and close the ‘Add Service to Profile’ dialog box.

11. Repeat steps 2 through 11 until you have added all of the desired directory services.  At a minimum, the user should add two physically different Field Servers with the complete Navy (or Marine Corps) Search Base.

12. Click ‘OK’ to close the ‘Services’ dialog box.

13. Select the ‘File’ menu and select ‘Exit and Log Off’.

14. Restart Outlook 98.  The new directory services are now configured and available for use.

15. Select the ‘Tools’ menu and select ‘Services…’ from the submenu.  The ‘Services’ dialog box will appear again.

16. Click on the ‘Addressing’ folder tab in the ‘Services’ dialog box.

17. By default, any LDAP directories that the user has added will appear in the list of directories to be automatically searched when composing e-mail.  User’s can modify this list of directories by adding or removing directories from the list.  The order that these directories are searched can also be controlled using the arrow buttons to the right of the list box.  User’s should modify this list to contain the ‘Contacts’ directory, the ‘Personal Address Book’, and any Microsoft Exchange Global Address Lists (GAL) (i.e., the SAB) and make them the first directories searched.  Note: Ship based users accessing a shore directory should not choose to automatically search any shore DoN-WP directories, for performance reasons.

18. Click ‘OK’ to close the ‘Services’ dialog box.

A.2 Lotus Notes R5 LDAP Services

The Lotus Notes Release 5 client offers an LDAP service to connect to Internet-based directories such as the DoN-WP.  Information provided here represents the production Lotus Notes R5 client.

A.2.1 Configuring Lotus Notes R5 LDAP Accounts

Lotus Notes Release 5 (R5) configures special services in the Notes client using accounts located in the user’s ‘Personal Name & Address Book’ (or PAB).  All Internet-based services (i.e., IMAP e-mail, POP3 e-mail, SMTP e-mail, LDAP directories and Network News Transfer Protocol [NNTP] servers) are configured using one of these accounts.

To create an LDAP Directory account for the DoN-WP in the Lotus Notes R5 client:

1. Select the Address Book by clicking on the ‘Address Book’ icon on the left hand side of the screen as seen in Figure A‑3.  This open’s the user’s Personal Name & Address Book.  The Personal Name & Address Book contains a list of personal contacts that acts as the user’s e-mail address book and also contains all of the advanced configuration data for the user’s client.
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Figure A‑3  Opening the Lotus Notes Address Book

2. Select the ‘Create’ menu (from the top of the screen, not the icon on the left hand side) and select ‘Account’ from the submenu.  The ‘Account’ window will appear.  There are three folder tabs in the Account window: ‘Basics’, ‘Protocol Configuration’ and ‘Advanced’.
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Figure A‑4  Lotus Notes Account 'Basics' Tab

3. Select the ‘Basics’ folder tab as seen in Figure A‑4.

a) Type a name for the directory service in the ‘Account Name’ box.  This can be any name that will uniquely identify the directory to the user.

b) Type the server address in the ‘Account Server name’ box.  This will be a host and domain name address similar to Web URL addresses.  Refer to Appendix B for the actual DoN Field Server addresses.  Users should configure their client to be able to access multiple DoN-WP Field Servers.  See Section A.3 for recommended client configurations.

c) Users of the DoN-WP will not be required to logon with a login name and password.  Therefore, leave the ‘Login Name’ and ‘Password’ boxes blank.

d) Choose the LDAP entry from the ‘Protocol’ pull down list.  Choose the Disabled entry from the ‘SSL’ pull down list.

e) Do not modify the ‘Only from location(s)’ box unless you are familiar with these special Lotus Notes settings.  These settings will allow or disallow the user to access this service based on their network “location”.  The default entry ensures that the service will be available regardless of location. 
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Figure A‑5  Lotus Notes Account 'Protocol Configuration' Tab
4. Select the ‘Protocol Configuration’ folder tab as seen in Figure A‑5.

a) Type the timeout limit (in seconds) for any search of the LDAP directory.  This setting determines when the client will stop searching the directory.  For shore sites where reasonable response times are expected, this timeout limit may be lowered to approximately 30 seconds.  However, for ship based access to a shore directory, when delays may be longer, the default 60 second timeout should be used.

b) Type the number of entries that should be returned for any search in the ‘Maximum entries to return’ box.  This value can help the user manage bandwidth usage in the case that a search returns too many records from the DoN-WP.  This will be especially important in limiting the return of results for ship based users.

c) In the ‘Search base’ box, indicate which search base you want to use for this LDAP account.  Every DoN-WP LDAP directory account must be specified with a Search Base.  Refer to Appendix C to see a list of all of the available Search Bases in the DoN-WP directory.

d) The ‘Check names when sending mail’ pull down list determines if this LDAP directory should be included when trying to automatically locate names when sending e-mail.  The user should select Yes from the pull down if this directory should automatically be searched via LDAP if an addressees name can not be located in the PAB or NAB.  The user should select No to manually find addresses when sending e-mail.  It is suggested that ship based users accessing a shore directory select No so that the Notes client does not make unnecessary LDAP calls to the ashore Field Server over the ship’s limited bandwidth.
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Figure A‑6  Lotus Notes Account 'Advanced' Tab
5. Select the ‘Advanced’ folder tab as seen in Figure A‑6.

a) Type the server LDAP port number in the ‘Port Number’ box.  The default LDAP port number is 389.  The actual port numbers used by each Field Server are listed in Appendix B.

6. Click ‘Save and Close’ to accept and close the ‘Account’ window.

7. Repeat steps 2 through 6 until you have added all of the desired directory accounts.  At a minimum, the user should add two physically different Field Servers with the complete Navy (or Marine Corps) Search Base.  

A.3 Netscape Communicator 4.5 LDAP Services

The Netscape Communicator 4.x client offers an LDAP service to connect to Internet-based directories such as the DoN-WP.  The information provided here represents the Netscape Communicator 4.5 (and greater) client.  Netscape Communicator 4.0x clients also provide an LDAP service, however the user interface is not the same as the one described here.

A.3.1 Configuring Netscape Communicator LDAP Directories

Netscape Communicator configures LDAP directory services in the Netscape Communicator Address Book.  The stand-alone version of Netscape Navigator does not include the Address Book functionality, and therefore cannot be used as an LDAP client.

To create an LDAP Directory entry in the Netscape Communicator Address Book:

1. Select the ‘Communicator’ menu from the main menu bar and select ‘Address Book’ from the submenu.  A two-pane window will appear.  The left pane will be a list of directories currently configured.  This list should include the Personal Address Book and some pre-configured Internet LDAP directories.  The right pane displays query results.

2. Select the ‘File’ menu from the Address Book menu bar, and select ‘New Directory…’ from the submenu as seen in Figure A-7.
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Figure A-7  Netscape Communicator Address Book

3. A ‘Directory Server Property’ dialog box will appear as shown in Figure A-8.
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Figure A-8  Netscape Communicator ‘Directory Server Propertiy’ Dialog

4. Type in a name for the new directory in the ‘Description’ box. This can be any name that will uniquely identify this instance of the DoN-WP directory to the user (e.g., San Diego DoN-WP)

5. In the ‘LDAP Server’ box, enter a server address. This will be a host and domain name address similar to a Web URL address. Refer to Appendix B for the actual DoN Field Server LDAP addresses.  Users should configure their client to be able to access multiple DoN-WP Field Servers.  See Section A-3 for recommend client configurations.

6. In the ‘Search Root’ box, indicate which search base you want to use for this instance of the LDAP services.  Every DoN-WP directory service must be specified with a Search Base.  Refer to Appendix C to see a list of all of the available Search Bases in the DoN-WP directory.

7. Leave all other items in the ‘Directory Server Property’ dialog as default and click ‘OK’ to accept and close.

8. Repeat steps 2 through 7 until you have added all of the desired directory accounts.  At a minimum, the user should add two physically different Field Servers with the complete Navy (or Marine Corps) Search Base.

A.4 Recommended E-Mail Client Configurations

E-mail clients can be configured to access the DoN-WP directory in various ways.  Clients should be configured so that they can access different sources of the DoN-WP directory.  Only one of these sources may be accessed at any one time, but up-front configuration of the client will provide redundancy if the user’s primary DoN-WP source is unavailable.

Afloat users must use the DoN-WP in accordance with the appropriate COMMSHIFT operating procedures.  Each AOR will have a shore DoN-WP Field Server located at the NCTAMS.  While every afloat e-mail client should be configured so that they can be used to access a shore Field Server in any AOR (in addition to the Afloat Field Server on large decks), afloat users must follow COMMSHIFT procedures and timelines to use the shore Field Server in their AOR.  If the ship has a RF path to the shore, but the Field Server in their AOR is unavailable, then a secondary shore Field Server can be accessed for redundancy.

Recommended configurations for e-mail clients are based on the user group.  These configurations are listed in Table A‑1.


[image: image30.wmf]User Group

Client Configurations

Directory Lookups

Shore Users

Configure a minimum of two 

shore DoN-WP Field 

Servers, geographically 

separated

- Automatic lookup in PAB, SAB, 

  and primary DoN-WP Field Server

- Manual lookup to secondary 

  DoN-WP Field Server

Large Decks

Configure the Afloat Field 

Server and all four shore 

DoN-WP Field Servers

- Automatic lookup in PAB, SAB, 

  and Afloat Field Server

- Manual lookup to shore DoN-WP 

  Field Server(s)

Small Decks

Configure all four shore 

DoN-WP Field Servers

- Automatic lookup in PAB and SAB

- Manual lookup to primary shore 

  DoN-WP Field Server(s)


Table A‑1  Recommended Client Configurations
APPENDIX B

B DoN-WP Field Server Addresses

[image: image31.wmf]Field Server 

Location

LDAP Network Address

Port 

Number

Web Address

Classification

Round Robin*

dir.navy.mil

389

http://dir.navy.mil

Unclass

Round Robin*

dir.navy.smil.mil

389

http://dir.navy.smil.mil

Secret

San Diego, CA

sdiego.dir.navy.mil

389

http://sdiego.dir.navy.mil

Unclass

San Diego, CA

sdiego.dir.navy.smil.mil

389

http://sdiego.dir.navy.smil.mil

Secret

Norfolk, VA

lant.dir.navy.mil

389

http://lant.dir.navy.mil

Unclass

Norfolk, VA

lant.dir.navy.smil.mil

389

http://lant.dir.navy.smil.mil

Secret

Naples, Italy

eurcent.dir.navy.mil

389

http://eurcent.dir.navy.mil

Unclass

Naples, Italy

eurcent.dir.navy.smil.mil

389

http://eurcent.dir.navy.smil.mil

Secret

Honolulu, HI

pac.dir.navy.mil

389

http://pac.dir.navy.mil

Unclass

Honolulu, HI

pac.dir.navy.smil.mil

389

http://pac.dir.navy.smil.mil

Secret

* Round Robin entries will automatically select one of the four physical locations in a serial fashion, 

providing some redundancy.


APPENDIX C

C DoN-WP Directory Search Bases


[image: image32.wmf]Services, Major Claimants, and Echelon II 

Commands

Search Base

All Navy and Marine Corps

ou=DoD,o=U.S. Government,c=US

All Navy

ou=Navy,ou=DoD,o=U.S. Government,c=US

All U.S. Marine Corps (USMC)

ou=USMC,ou=DoD,o=U.S. Government,c=US

Bureau of Medicine and Surgery (BUMED)

ou=BUMED,ou=Navy,ou=DoD,o=U.S. Government,c=US

Chief of Naval Education and Training (CNET)

ou=CNET,ou=Navy,ou=DoD,o=U.S. Government,c=US

CINC, Atlantic Fleet (CINCLANTFLT)

ou=CINCLANTFLT,ou=Navy,ou=DoD,o=U.S. Government,c=US

CINC, Pacific Fleet (CINCPACFLT)

ou=CINCPACFLT,ou=Navy,ou=DoD,o=U.S. Government,c=US

CINC, U.S. Naval Forces Europe (CINCUSNAVEUR)

ou=CINCUSNAVEUR,ou=Navy,ou=DoD,o=U.S. Government,c=US

Commander, Marine Sealift Command (COMSC)

ou=COMSC,ou=Navy,ou=DoD,o=U.S. Government,c=US

Commander, U.S. Naval Forces Central Command 

(COMUSNAVCENT)

ou=COMUSNAVCENT,ou=Navy,ou=DoD,o=U.S. Government,c=US

Director, Strategic Systems Programs (DIRSSP)

ou=SSP,ou=Navy,ou=DoD,o=U.S. Government,c=US

Field Support Activity (FLDSUPPACT)

ou=FLDSUPPACT,ou=Navy,ou=DoD,o=U.S. Government,c=US

Judge Advocate General/Naval Legal Services 

Command (JAG/NAVLEGSVCCOM)

ou=OJAG/Naval Legal Service Command,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Air Systems Command (NAVAIR)

ou=NAVAIR,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Computer and Telecommunications Command 

(NCTC)

ou=NAVCOMTELCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Dirstrict Washington (NAVDIST)

ou=NDW,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Facilities Engineering Command 

(NAVFACENGCOM)

ou=NAVFAC,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Historical Center (NAVHISTCEN)

ou=NAVHISTCEN,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Meteorology and Oceanography Command 

(NAVMETOCCOM)

ou=NAVMETOC,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Observatory (NAVOBSY)

ou=Naval Observatory,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Personnel Command (NAVPERSCOM)

ou=BUPERS/NAVPERSCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Post Graduate School (NAVPGSCOL)

ou=NAVPGSCOL,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Reserve Forces (NAVRESFOR)

ou=NAVRESFOR,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Safety Center (NAVSAFECEN)

ou=NAVSAFECEN,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Sea Systems Command (NAVSEA)

ou=NAVSEA,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Security Group (NAVSECGRU)

ou=NAVSECGRU,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Space Command (NAVSPACECOM)

ou=NAVSPACECOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Special Warfare Command 

(NAVSPECWARCOM)

ou=NAVSPECWARCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Strike and Air Warfare Center (NSAWC)

ou=Strike and Warfare Center,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval Supply Systems Command (NAVSUP)

ou=NAVSUP,ou=Navy,ou=DoD,o=U.S. Government,c=US

Naval War College (NAVWARCOL)

ou=NAVWARCOL,ou=Navy,ou=DoD,o=U.S. Government,c=US

Navy Center for Tactical Systems Interoperability 

(NCTSI)

ou=NCTSI,ou=Navy,ou=DoD,o=U.S. Government,c=US

Office of Chief of Naval Operations (CNO)

ou=CNO,ou=Navy,ou=DoD,o=U.S. Government,c=US

Office of Naval Intelligence (ONI)

ou=ONI,ou=Navy,ou=DoD,o=U.S. Government,c=US

Office of Naval Research (ONR)

ou=ONR,ou=Navy,ou=DoD,o=U.S. Government,c=US

Office of the Secretary of the Navy (SECNAV)

ou=SECNAV,ou=Navy,ou=DoD,o=U.S. Government,c=US

Operational Test and Evaluation Force (OPTEVFOR)

ou=OPTEVFOR,ou=Navy,ou=DoD,o=U.S. Government,c=US

President, Board of Inspection and Survey 

(PRESINSURV)

ou=INSURV,ou=Navy,ou=DoD,o=U.S. Government,c=US

Space and Naval Warfare Systems Command 

(SPAWAR)

ou=SPAWAR,ou=Navy,ou=DoD,o=U.S. Government,c=US

U.S. Naval Academy (USNA)

ou=USNA,ou=Navy,ou=DoD,o=U.S. Government,c=US
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Sheet1

		DIRECTORY		CONTENTS		UPDATE PROCESS		UPDATE PERIOD

		Personal Address Book (PAB)		Addresses and contact information added by the user.  User determines the exact content.		User updates manually.  Changes are not reflected until the user updates.		Determined by user.

		Server Address Book (SAB)		Typically all of the individuals in the same mail domain as the user (single command or ship).		Server administrator updates manually.		Determined by the local System Administrator.

		Authoritative Source Directory		All of the individuals in an entire Service, claimancy, or Echelon II command.		Administrator updates manually or automatically from command SABs.		Determined by the local System Administrator.

		DoN White Pages (Large Deck Ship)		All DoN individuals		Afloat administrator controls afloat Netscape DS replication with shore architecture.		Determined by afloat platform administrator (Only when Authoritative Sources provide updates to the DoNWP)

		DoN Whitepages (Access for non-Large Deck Ships and ashore users)		All DoN individuals		Automatic updates from Authoritative Source Directories.		24 hours normally, 12 hours contingency (Only when Authoritative Sources provide updates to the DoNWP)
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Sheet1

		Field Server Location		LDAP Network Address		Port Number		Web Address		Classification

		Round Robin*		dir.navy.mil		389		http://dir.navy.mil		Unclass

		Round Robin*		dir.navy.smil.mil		389		http://dir.navy.smil.mil		Secret

		San Diego, CA		sdiego.dir.navy.mil		389		http://sdiego.dir.navy.mil		Unclass

		San Diego, CA		sdiego.dir.navy.smil.mil		389		http://sdiego.dir.navy.smil.mil		Secret

		Norfolk, VA		lant.dir.navy.mil		389		http://lant.dir.navy.mil		Unclass

		Norfolk, VA		lant.dir.navy.smil.mil		389		http://lant.dir.navy.smil.mil		Secret

		Naples, Italy		eurcent.dir.navy.mil		389		http://eurcent.dir.navy.mil		Unclass

		Naples, Italy		eurcent.dir.navy.smil.mil		389		http://eurcent.dir.navy.smil.mil		Secret

		Honolulu, HI		pac.dir.navy.mil		389		http://pac.dir.navy.mil		Unclass

		Honolulu, HI		pac.dir.navy.smil.mil		389		http://pac.dir.navy.smil.mil		Secret

		* Round Robin entries will automatically select one of the four physical locations in a serial fashion, providing some redundancy.
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Sheet1

		Services, Major Claimants, and Echelon II Commands		Search Base

		All Navy and Marine Corps		ou=DoD,o=U.S. Government,c=US

		All Navy		ou=Navy,ou=DoD,o=U.S. Government,c=US

		All U.S. Marine Corps (USMC)		ou=USMC,ou=DoD,o=U.S. Government,c=US

		Bureau of Medicine and Surgery (BUMED)		ou=BUMED,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Chief of Naval Education and Training (CNET)		ou=CNET,ou=Navy,ou=DoD,o=U.S. Government,c=US

		CINC, Atlantic Fleet (CINCLANTFLT)		ou=CINCLANTFLT,ou=Navy,ou=DoD,o=U.S. Government,c=US

		CINC, Pacific Fleet (CINCPACFLT)		ou=CINCPACFLT,ou=Navy,ou=DoD,o=U.S. Government,c=US

		CINC, U.S. Naval Forces Europe (CINCUSNAVEUR)		ou=CINCUSNAVEUR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Commander, Marine Sealift Command (COMSC)		ou=COMSC,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Commander, U.S. Naval Forces Central Command (COMUSNAVCENT)		ou=COMUSNAVCENT,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Director, Strategic Systems Programs (DIRSSP)		ou=SSP,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Field Support Activity (FLDSUPPACT)		ou=FLDSUPPACT,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Judge Advocate General/Naval Legal Services Command (JAG/NAVLEGSVCCOM)		ou=OJAG/Naval Legal Service Command,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Air Systems Command (NAVAIR)		ou=NAVAIR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Computer and Telecommunications Command (NCTC)		ou=NAVCOMTELCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Dirstrict Washington (NAVDIST)		ou=NDW,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Facilities Engineering Command (NAVFACENGCOM)		ou=NAVFAC,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Historical Center (NAVHISTCEN)		ou=NAVHISTCEN,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Meteorology and Oceanography Command (NAVMETOCCOM)		ou=NAVMETOC,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Observatory (NAVOBSY)		ou=Naval Observatory,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Personnel Command (NAVPERSCOM)		ou=BUPERS/NAVPERSCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Post Graduate School (NAVPGSCOL)		ou=NAVPGSCOL,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Reserve Forces (NAVRESFOR)		ou=NAVRESFOR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Safety Center (NAVSAFECEN)		ou=NAVSAFECEN,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Sea Systems Command (NAVSEA)		ou=NAVSEA,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Security Group (NAVSECGRU)		ou=NAVSECGRU,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Space Command (NAVSPACECOM)		ou=NAVSPACECOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Special Warfare Command (NAVSPECWARCOM)		ou=NAVSPECWARCOM,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Strike and Air Warfare Center (NSAWC)		ou=Strike and Warfare Center,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval Supply Systems Command (NAVSUP)		ou=NAVSUP,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Naval War College (NAVWARCOL)		ou=NAVWARCOL,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Navy Center for Tactical Systems Interoperability (NCTSI)		ou=NCTSI,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Office of Chief of Naval Operations (CNO)		ou=CNO,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Office of Naval Intelligence (ONI)		ou=ONI,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Office of Naval Research (ONR)		ou=ONR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Office of the Secretary of the Navy (SECNAV)		ou=SECNAV,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Operational Test and Evaluation Force (OPTEVFOR)		ou=OPTEVFOR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		President, Board of Inspection and Survey (PRESINSURV)		ou=INSURV,ou=Navy,ou=DoD,o=U.S. Government,c=US

		Space and Naval Warfare Systems Command (SPAWAR)		ou=SPAWAR,ou=Navy,ou=DoD,o=U.S. Government,c=US

		U.S. Naval Academy (USNA)		ou=USNA,ou=Navy,ou=DoD,o=U.S. Government,c=US
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Sheet1

		User Group		Client Configurations		Directory Lookups

		Shore Users		Configure a minimum of two shore DoN-WP Field Servers, geographically separated		- Automatic lookup in PAB, SAB, 
  and primary DoN-WP Field Server
- Manual lookup to secondary 
  DoN-WP Field Server

		Large Decks		Configure the Afloat Field Server and all four shore DoN-WP Field Servers		- Automatic lookup in PAB, SAB, 
  and Afloat Field Server
- Manual lookup to shore DoN-WP 
  Field Server(s)

		Small Decks		Configure all four shore DoN-WP Field Servers		- Automatic lookup in PAB and SAB
- Manual lookup to primary shore 
  DoN-WP Field Server(s)





Sheet2

		





Sheet3
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Complete Schema

		Required Attribute		Object Class		Attribute

		Last Name		person (top)		sn

		Full Name				cn

						description

						seeAlso

		Phone Number				telephoneNumber

		Password				userPassword

				organizationalPerson (person)		destinationIndicator

						facsimileTelephoneNumber

						internationalISDNNumber

		Location				l

		Major Claimant				ou

						physical DeliveryOfficeName

						postOfficeBox

						postalAddress

						postalCode

						preferredDeliveryMethod

						registeredAddress

		State				st

						street

						teletexTerminalIdentifier

						teletexNumber

		Billet Description				title

						x121Address

				inetOrgPerson (organizationalPerson)		audio

						businessCategory

						carLicense

						departmentNumber

						employeeType

						employeeNumber

		First Name				givenName

						homePhone

						homePostalAddress

		Middle Initials				initials

						jpegPhoto

						labeledURI

						manager

						mobile

						pager

						photo

						preferredLanguage

		E-mail address				mail

						roomNumber

						secretary

		User ID				uid

						x500uniqueIdentifier

						userCertificate

		Encryption Certificate				userCertificate;binary

						userSMimeCertificate;binary

		Additional Attributes

		Rank				personalTitle

		Billet				orgBillet





Reduced Schema

		DIB Attribute		LDAP Attribute		Belongs to Object Class		Source

		Full Name		cn		person		Created in DoNWP

		First Name		givenName		inetOrgPerson		Claimant

		Last Name		sn		person		Claimant

		Middle Initials		initials		inetOrgPerson		Claimant

		Rank		personalTitle		claimantPerson*		Claimant

		E-mail address		mail		inetOrgPerson		Claimant

		Phone Number		telephoneNumber		person		Claimant

		Billet/Staff Code		code		claimantPerson*		Claimant

		Billet Description		title		organizationalPerson		Claimant

		Command		ou		organizationalPerson		Claimant

		Location		l		organizationalPerson		Claimant

		Encryption Certificate		userCertificate;binary		inetOrgPerson		DoD PKI

		DoD User ID		doduid		claimantPerson*		DoD PKI

		* claimantPerson is a unique Object Class created for the Netscape DoN White Pages implementation.





Indexes

		DIB Attribute		Approximate		Equality		Presence		Substring

		Full Name		X		X		X		X

		First Name		X		X		X		X

		Last Name		X		X		X		X

		Middle Initials						X

		Rank				X		X		X

		E-mail address				X		X		X

		Phone Number				X		X		X

		Billet/Staff Code				X		X		X

		Billet Description						X		X

		Command				X		X		X

		Location				X		X		X

		Encryption Certificate						X

		DoD User ID						X
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Complete Schema

		Required Attribute		Object Class		Attribute

		Last Name		person (top)		sn

		Full Name				cn

						description

						seeAlso

		Phone Number				telephoneNumber

		Password				userPassword

				organizationalPerson (person)		destinationIndicator

						facsimileTelephoneNumber

						internationalISDNNumber

		Location				l

		Major Claimant				ou

						physical DeliveryOfficeName

						postOfficeBox

						postalAddress

						postalCode

						preferredDeliveryMethod

						registeredAddress

		State				st

						street

						teletexTerminalIdentifier

						teletexNumber

		Billet Description				title

						x121Address

				inetOrgPerson (organizationalPerson)		audio

						businessCategory

						carLicense

						departmentNumber

						employeeType

						employeeNumber

		First Name				givenName

						homePhone

						homePostalAddress

		Middle Initials				initials

						jpegPhoto

						labeledURI

						manager

						mobile

						pager

						photo

						preferredLanguage

		E-mail address				mail

						roomNumber

						secretary

		User ID				uid

						x500uniqueIdentifier

						userCertificate

		Encryption Certificate				userCertificate;binary

						userSMimeCertificate;binary

		Additional Attributes

		Rank				personalTitle

		Billet				orgBillet





Reduced Schema

		DIB Attribute		LDAP Attribute		Belongs to Object Class		Source

		Full Name		cn		person		Created in DoNWP

		First Name		givenName		inetOrgPerson		Claimant

		Last Name		sn		person		Claimant

		Middle Initials		initials		inetOrgPerson		Claimant

		Rank		personalTitle		claimantPerson*		Claimant

		E-mail address		mail		inetOrgPerson		Claimant

		Phone Number		telephoneNumber		person		Claimant

		Billet/Staff Code		code		claimantPerson*		Claimant

		Billet Description		title		organizationalPerson		Claimant

		Command		ou		organizationalPerson		Claimant

		Location		l		organizationalPerson		Claimant

		Encryption Certificate		userCertificate;binary		inetOrgPerson		DoD PKI

		DoD User ID		doduid		claimantPerson*		DoD PKI

		* claimantPerson is a unique Object Class created for the Netscape DoN White Pages implementation.





Indexes

		DIB Attribute		Approximate		Equality		Presence		Substring

		Full Name		X		X		X		X

		First Name		X		X		X		X

		Last Name		X		X		X		X

		Middle Initials						X

		Rank				X		X		X

		E-mail address				X		X		X

		Phone Number				X		X		X

		Billet/Staff Code				X		X		X

		Billet Description						X		X

		Command				X		X		X

		Location				X		X		X

		Encryption Certificate						X

		DoD User ID						X
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