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Purpose.  The POM Requirements Spreadsheet (Appendix A) is the document to be used by the CINCs/Component Commands to forward their specific and detailed antiterrorism (AT)/ force protection (FP) requirements in support of the CINC IPLs.  It is also a worksheet the Services have adopted to address the unfunded requirements of other Components not under the auspices of the CINCs.  The requirements annotated in the spreadsheet will be used by J-34 and the Services to assess and prepare for building and reviewing the POM.   This spreadsheet should continuously be updated and used as the basis for documenting all AT/FP requirements.

Instruction POC:
 Lt Col Anita Latin, J-34/P&R 

 DSN 223-7552 ext 121;  Comm:  (703) 693-7552 ext 121

 Unclass E-mail:  latinae@js.pentagon.mil

 Class E-mail: anita.latin@js.pentagon.smil.mil
Information can also be found on the following J-34 websites:

Unclassified:  http://www.dtic.mil/jcs/force_protection/index.html

Classified:  http://www.nmcc.smil.mil/j34/terrorism/index.html

Background.  IAW DoDD 2000.12, as part of the Planning, Programming, and Budgeting System (PPBS) cycle, J-34 has been tasked to review the adequacy of resources proposed by the Services to meet DoD AT/FP objectives in conjunction with other OSD staff elements having resource and program oversight.  In addition, Program Decision Memorandum (PDM) I, 16 Aug 99, language directed the Joint Staff, in conjunction with the Services, PA&E, ASD (SO-LIC), ASD (C3I) to develop a process for assessing force protection and antiterrorism requirements and to ensure they are adequately funded through the programming process.  The methodology was developed and is being applied during the programming (POM) cycle.  It has been briefed, accepted, and approved by the DepSecDef.  The requested information, to be provided in the categories below, flows from this methodology and is necessary to assist the CINCs/Components, Joint Staff, and the Services in articulating, justifying, and prioritizing requirements for a POM build cycle and POM review process.

Appendix A: POM Requirements Worksheet

Appendix B: Prioritization Matrix Example

Instructions for Each Column of Requirements Spreadsheet (Appendix A)
Column/Label

a) Control Number.  Assign a control number that will track with the requirement.  The control number will allow J-34 and the Services to track the history of the initial requirement and back to the beginning of the requirement from year to year.  Once the control number is established, it will not change and will stay with the project until the project is funded.  The control number will consist of four parts: code letter(s) to identify the CINC and Component, the fiscal year (last two digits of the year) the requirement was initially identified, and a sequence number.  For example, the control number P-A-02-0001 is a PACOM (P) Army (A) requirement identified in fiscal year 2002 (02) for the FY04 POM and is project #1 (0001).  Use the following code letters for the CINC and Components.

CINCs

PACOM - P

EUCOM - E

CENTCOM - C

SOUTHCOM - SO

TRANSCOM - T

JFCOM - J

SPACECOM - SP

STRATCOM – ST

SOCOM - SOC

Service

Army - A

Air Force - AF

Navy - N

Marine - M

b) Service / Agency.  Enter the Service / Agency responsible for funding the requirement

c) Component.  Enter the component affiliated with the requirement

d) Location / FPCON.  Enter the location (city and country) of the unit/installation and the FPCON level

e) Priority.  Prioritize each requirement based upon the justification (threat, vulnerability, criticality, the AT plan effectiveness (columns g-j)) and the Commanders risk assessment (column k).  The priority should be labeled  as must (M), need (N), or should (S) fund in accordance with the guidelines below.  When prioritizing, it is also important to consider the short/long term affordability/supportability impact on life-cycle issues such as manpower and maintenance as well as the cost-benefit impact on valid criteria; not convenience.

Priority requirements should focus upon:

· Outside to inside security approach (perimeter access control and security guards and equipment)

· Mass notification systems / personnel alerting systems

· Mandated DoDI 2000.16 standard and Service affiliated requirements

· Mandated DoD construction standard requirements

It is not necessary for each criterion to be met within a specific category for the requirement to be identified as must (1), need (2), or should (3).  Please see the prioritization matrix example at Appendix B.

1. "Must Fund."  A required resource to mitigate a major or high risk
· Required for baseline AT plan, FPCONs and threats

· The asset is critical to mission accomplishment

· The asset contains over 300 people (high mission impact if attacked)

· Significant time to restore to mission operations is required

· Required to address a major / significant vulnerability

· MILCON standards are not met -- weak structural protection

· The asset is accessible -- lacking perimeter / access control

· The asset is a recognizable structure -- important, lucrative target

· Current  AT effectiveness -- No other mitigation capability 
· The asset is high risk -- likely target; high threat

· The requirement is affordable; supportable; and reduces risk

2. "Need to Fund."  A required resource to mitigate medium risk
· Required for slightly higher FPCON requirements

· The asset is moderately critical to mission accomplishment

· The asset contains a large number of people

· Mission impact if attacked

· Moderate time to restore to mission operations is required 

· Required to address a medium vulnerability
· Construction protection is low

· The asset is accessible -- lacking perimeter / access control

· The asset is a recognizable structure -- important, lucrative target

· Current  AT effectiveness 

· Other mitigation capability -- short-term; impacts readiness

· The asset is at considerable risk -- likely target; high/medium/low threat

· The requirement is affordable; supportable; and reduces risk

3. "Should Fund."  A required resource to mitigate risk or enhance AT posture
· Required for any THREATCON requirement

· Asset criticality

· Lesser numbers of people

· Mission impact if attacked

· Vulnerability

· Structural protection may not meet more stringent requirements

· Less accessible - Enhance perimeter / access control

· Any structure

· Current  AT effectiveness 

· Other mitigation capability -- long-term; impacts readiness

· Risk -- less critical target; any threat

· Affordable; supportable; cost-benefit -- reduces risk

f) Requirement Title. Name the requirement.  Be as descriptive as possible to avoid confusion with other similarly named requirements (i.e. hydraulic barriers vs barriers)

g) Requirement Description.  Fully describe the requirement.  This description should as a minimum include:

1. Any applicable standards, regulations, plans on which the requirement is based

2. Requirements are typically either equipment, personnel, or maintenance:

a. Equipment - state requirement description/name (quantities & unit price if applicable).  For more information regarding appropriate technology for a given requirement refer to the following:

· The Force Protection (FP) Technology Guide and Force Protection Equipment Demonstration (FPED) CD #3 (May 01) can be found at the Physical Security Equipment Action Group (PSEAG) homepage: http://www.pseag.org

· Technical Support Working Group (TSWG):  http://www.tswg.gov 

· Executive Agent for internal physical security equipment; command & control systems; lighting; tactical security equipment; barriers; robotics; and personnel alerting systems - USA CECOM (Product Manager, Physical Security Equipment): http://www.monmouth.army.mil/smc/pmpse (703) 704-2412

· Executive Agent for anti-compromise emergency destruction systems, waterside and shipboard security systems; locks, safes, vaults, seals, containers & related delay systems; waterside robotics; and explosive detection systems - USN AT/FP Division: (202) 433-9138

· Executive Agent for exterior physical security equipment; access control systems; active denial technology; and aerial intrusion detection systems - USAF Force Protection C2 Systems Program Office: http://www.hanscom.af.mil/esc-fd (781) 377-5657

· Commercial Off-the-Shelf Technologies (COTS) Hotline:            COM 1-800-811-7590 or DSN 221-0556

b. Personnel requirements:

· Guards.  Identify as either contract guards, military manpower, or civilian

· Military manpower - identify number required, officer or enlisted, and associated grades. Provide brief duty description for each (i.e. security guard, security administration personnel)

-- Example: 50 military positions required for security guard positions (patrols, access control) - all enlisted, 25 sergeant (E-5) and 25 staff sergeant (E-6)

· Civilian personnel - identify by grade and number required for each.   Provide brief duty description for each (i.e. security guard, security administration personnel)

-- Example: 50 contract guard positions (patrols, access control) -- 10 supervisors, 40 guards

· If guards are required to reduce borrowed military manpower (BMM), then identify the number of BMM that the requirement will reduce and the total BMM present

· Management & Planning - identify as military Manpower or civilian (i.e. physical security officer, AT/FP training officer)

· Military manpower - identify number required, officer or enlisted, and associated grades.   Provide brief duty description for each (i.e. physical security officer, AT/FP training officer)

-- Example: 25 security personnel (E-3) required for badge/administrative duties

· Civilian personnel - identify by grade and number required for each.  Provide brief duty description for each (i.e. physical security officer, AT/FP training officer)

-- Example: 5 training personnel (GS-4) required to conduct level-I AT training

c. Maintenance Requirements -- identify the item for which maintenance is required & cost/year.  Identify normal life expectancy of item, basis for replacement, and projected replacement date

h) Type Integrated Vulnerability Assessment (IVA) / Date.  Identify how the requirement was identified and recommended (JSIVA, Service VA, CINC VA, MACOM/MAJCOM VA, IVA, self assessment, AT/FP plan development, exercise), and the date (month/year) the assessment was conducted. The Joint Staff (J-34) has prepared doctrine and disseminated standards regarding these types of assessment (see DoD Instruction O-2000.16, "DoD Combating Terrorism Program Standards").

Justification

Justification is composed of the four (4) elements: Threat Assessment, Vulnerability Assessment, Asset Criticality Assessment, and AT Plan Effectiveness.  This should be the basis for the Commanders risk assessment.

i) Threat.  Enter a high - significant - medium - low (H-S-M-L) rating based upon the DIA or CINC determination or the DOD methodology to assess the terrorist threat to DOD personnel which examines the four factors below. Describe the specified threat (small/large bomb, WMD, etc.) to be defended against.  Specific Threat Level information and guidance can be found in DOD 0-2000.12-H.

1. Operational Capability. The acquired, assessed, or demonstrated level of operational capability to conduct terrorist attacks

2. Intentions.  Stated desire and/or actual history of attacking US interests

3. Activity.  A terrorist group’s activity in a country may not always be related to operational planning or present a threat to US/host nation interests.  Many groups use countries as support bases and may not want to jeopardize their status by conducting a terrorist act.  Determine the group’s activity by examining influencing elements and keeping in mind that the situation is always fluid and subject to change

4. Operating Environment.  How the overall environment, to include political and security considerations, influences a terrorist groups ability and motivation to conduct an attack

j) Vulnerability.  Enter a high - medium - low (H-M-L) rating.  Explain the vulnerability as it relates to the specified threat (small/large bomb, WMD, etc.) mentioned above and the three facets of vulnerability:

1. Construction. Construction measures the degree to which the area protects the assets within it from the effects of a terrorist incident 

2. Accessibility. Accessibility is measured in terms of the relative ease or difficulty of movement for terrorist elements and the likelihood of detection

3. Recognizability. Measures the degree to which a terrorist can determine the function and importance of an area and/or the assets located within it

k) Asset Criticality.  Enter a high - medium - low (H-M-L) rating and explain the asset criticality as it relates to the threat and the three facets below: 

1. Importance. Importance measures the value of assets located in the area, considering their function, inherent nature, and monetary value

2. Effect. Effect measures the ramifications of a terrorist incident in the area, considering the psychological, economic, sociological, and military impacts

3. Recoverability. Recoverability measures the time it takes for the function occurring at that area to be restored, considering the availability of resources, parts, expertise and manpower, and redundancies

l) AT Plan Effectiveness. Enter a high - medium - low (H-M-L) rating and describe how effective the installation performs the AT/FP Functions related to addressing the terrorist threat.  Relate the effectiveness to the requirement based upon one or more of the following facets: 

1. Manpower. Measures the existence of an appropriate level of manpower to effectively perform the function

2. Policy/Procedures/Plans. Measures the presence of effective plans, MOAs/MOUs and other agreements, as well as procedures for effectively performing the function

3. Equipment. Measures the adequacy of equipment used to perform the function. Consider whether the equipment is working properly, maintained properly, if there is a sufficient amount of equipment or if the equipment is obsolete

4. Training/Exercising. Measures how well the installation’s personnel are properly trained to perform the function

m) Commanders Risk Assessment (CRA).  Based on the four (4) elements contained in the Justification Section (g-j), enter a rating of High (H) - Medium (M) - Low (L) for the Commanders risk assessment.  Provide a rationale for the rating and describe the impact if the requirement is not funded.  If the Commanders Risk Assessment is noticeably different than the threat, vulnerability, criticality, and AT/FP plan effectiveness (for example Threat = H, Vulnerability = H, Criticality = M, AT/FP Plan Effectiveness = L, and CRA = L), explain the reason for the difference.

n) TAB O Category. TAB O contains the complete Service / Agency funding requirement for the FYDP broken down into specific AT related categories. (guidance below was taken from the instructions for preparation of the CbT POM - TAB O: Antiterrorism/Force Protection).  Each requirement is categorized: physical security (PS) equipment category (1a-g), PS site improvement, PS management and planning, security forces/ technicians, law enforcement, security and investigative matters.  Please enter the specific Tab O category associated with the requirement.  The categories are defined below:

1. Physical Security Equipment.  Any item, device, or system that is used primarily for the protection of assets, personnel, information for facilities, to include alarms, sensors, protective lighting and their control systems and the assessment of the reliability, accuracy, timeliness and effectiveness of those systems. 

2. Physical Security Site Improvement Category.  Any facility improvements (or increments of improvements) (using O&M or MILCON funding) or new construction (or increment of new construction) that is for the purpose of the physical protection of assets, personnel or information, to include walls, fences, barricades or other fabricated or natural impediments to restrict, limit, delay or deny entry into a defense installation or facility, such as (but not limited to):

a. Primary facility modification/features:

· Special structure improvements to walls, doors, windows, ceilings, etc.

· Interior barriers

· Include any land acquisition for standoff distances

b. Supporting facility modification features:

· Site improvements in fencing, perimeter fencing / area lighting, blast mitigation barriers, vehicle barriers, special landscaping.

· Safe havens

· Evacuation facilities

· Surveillance platforms

3. Physical Security Management and Planning.  Personnel who manage physical security programs, resources, and assets such as but not limited to headquarters staff.  CINC headquarters staff elements performing such functions should also be reported here.  Include shortfalls in funding only those assessments addressing DoD standard 6, the periodic higher headquarters level vulnerability assessments of installations and subordinate AT/FP program review.  Note that DoD standard 6 requires an assessment every three (3) years.  The internal installation physical security vulnerability assessments required by DoD standard 14, constitute the other program and should not be reported here.

4. Security Forces/Technicians.  All personnel and operating costs associated with protective forces used to safeguard assets, personnel or information, to include (but not limited to) salaries, overtime, benefits, materials, and supplies, equipment and facilities, vehicles, helicopters, training, communications equipment, and management, such as (but not limited to):

· Dedicated response forces and security forces

· Locksmiths

· Perimeter, installation or facility access control

· Inspection and maintenance of barriers and security system components

· Antiterrorism training for security forces

· Antiterrorism awareness programs and training

5. Law Enforcement.  All personnel and operating costs associated with law enforcement, to include but not limited to salaries, overtime, benefits, materials, and supplies, equipment and facilities, vehicles, helicopters, training, communications equipment, and management, such as (but not limited to):

· Protective service details, including advance work

· Response forces

· Military Police

6. Security and Investigative Matters Category.  Includes Defense criminal investigative resources, security and any cross discipline security functions which do not easily fit into other security categories, such as (but not limited to):

· Terrorism investigations

· Executive antiterrorism training

· Surveillance and counter-surveillance teams

· Protective service details, including advance work

· Route surveys

· Antiterrorism awareness programs and training

o) PSE Category.  Enter the specific PSE category requested.  Select one of the following if the requirement is physical security equipment:

a. Blast Mitigation.  Consists of (but not limited to):

· Fragmentation reduction film, blast walls, etc.  Program for replacement based on local conditions

· Explosive containers

b. Communications. Consists of (but not limited to):

· --Personnel alerting systems

· Pagers and radios

· Database and assessment tools

c. Explosive Detection. Consists of (but not limited to):

· Portable and non-portable detectors

· Under vehicle surveillance systems

· Canine systems

d. Barriers. Consists of (but not limited to):

· Passive (cable reinforced fences, planters, jersey barriers, shrubs, trees, berms and ditches)

· Active (bollards, drums & sliding gate, cable beam)

e. Intrusion Detection. Consists of (but not limited to):

· Wide area security and surveillance systems

· Detection devices (thermal, spectral, mechanical, etc)

· Special lighting

· Biometrics

f. Personal Protection. Consists of (but not limited to):

· Body armor

· Personnel protective equipment

· Armored Vehicles

g. Other Special Equipment/Sensors. Consists of (but not limited to):

· Commercial-off-the-shelf (COTS)

· Non-type classified items

h. Patrol Boats
i. Armored Vehicles/HMMWVs 

p) IPL.  Enter CINC IPL priority, page and/or paragraph this requirement supports.  If requirement is not in the IPL, enter N/A.  Each requirement should be linked to the CINC Integrated Priority List (IPL).  This will provide better rationale to support the requirement through the Joint Staff process.

q) Appropriation.  Enter Procurement, O&M, Civpay, or Milpay.  If a project requires both procurement and O&M, separate by type appropriation and identify the specific years the appropriations applies.  The same control number would be identified for the same project.  The only difference between the two entries would be the appropriation type, funding, and associated years.  

r-x)
 Funding Requirements ($M).  Enter funding requirements for each year in $M across the appropriate years for the POM.  Adjust the years at the top of the spreadsheet for the appropriate POM cycle (example:  FY03-07, FY04-09, FY05-09)   If the funding requirement is $0, enter 0.  Total all columns and rows.

y)
CbT RIF (Combating Terrorism Readiness Initiatives Fund):  Enter YES if a CbT RIF request has been submitted by the CINC to the J-34 and the year the request was submitted.  CbT RIF managed by the JS J-34 and is used to fund the CINCs (not Services or Agencies) emergency or emergent high-priority requirements in the year of execution.  If a CbT RIF request has been submitted then the POM request for funding should be in the first FY (column r). 
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