Knowledge Superiority

White Paper

     Technical and conceptual revolutions associated with globalization and the “Information Age” have created a new warfare domain called “cyberspace.”  The Navy recognizes the importance of cyberspace and intends to combine the latest technologies with advanced strategic, tactical and operational concepts to attain “knowledge superiority” and provide our forces a competitive warfare advantage.  Just as air superiority and command-of-the-seas remain vital to the conduct of military operations, knowledge superiority must be sought out and achieved.  The Navy will couple “knowledge superiority” with continued forward presence as our principal means to successfully project maritime power in the future.  Similar to the role of forward presence as an essential component of the Navy and Marine Corps mission, knowledge superiority will become a force characteristic that fundamentally transforms our organizations, processes, attitudes, and operational concepts.

     Knowledge superiority has many facets and promises to affect not only everything we do as a Navy, but also how we do it.  At its core, knowledge superiority is a dynamic process that produces and applies accurate, timely, and relevant information to provide our Naval forces with a comprehensive, shared understanding of our adversary, the operating environment, and our mission objectives.  Knowledge superiority is much more than a “common awareness” of the battlespace.   Knowledge superiority extends the traditional degrees of “who,”  “what,” “when,” and “where,” to a higher understanding of how the opponent operates, why he does things in a particular way, and what he might do next (figure 1).  It also includes a similar understanding of our own patterns of operation.  These degrees of knowledge must permeate our force across all levels and functions so that operators closest to the action can take full advantage of our superiority in complex, simultaneous, dynamic operations.  Knowledge superiority will unify the individual assets and efforts of our distributed Naval forces, promote force agility and enable the execution of rapid, precise, and decisive actions against our adversaries.   Ultimately, knowledge superiority will create a competitive advantage for the Navy and allow us to more effectively shape regional events in peacetime, respond to emerging crises or conflicts, and fight and win our nation’s wars.
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Enabling Network Centric Operations

     The advantages of knowledge superiority are operationalized through “Network Centric Operations”.  Network Centric Operations are a revolutionary way of employing our forces.  Our forces will seek to mass effects, control the pace of operations and foreclose our adversary’s options.  Network Centric Operations are about knowing the adversary and generating the right effect, on the right target, at the right time.  

     The transition to Network Centric Operations will not change the validity of traditional principles of warfare, but it will require the leveraging of knowledge superiority to produce a competitive advantage against our adversary.  Network Centric Operations derive their potency from knowledge superiority and use coordinated, precise, agile, and overpowering effects-based actions across the tactical and strategic spectrum.

     Network Centric Operations will capitalize on the collective capabilities of a large number of geographically dispersed but fully netted naval, joint and national assets working in concert with our allies and multi-national partners to rapidly exploit our adversary’s weaknesses, overcome his strengths and achieve our military objectives.  In practice, our Navy and Marine Corps forces will use expeditionary sensor-shooter grids consisting of multiple, interoperable, overlapping networks that can support theater-wide naval, joint, and multi-national operations.  

Knowledge Superiority Supports Warfighting

     Knowledge superiority provides a decisive edge and far-reaching functionality in warfighting.  Clearly, to prevail in conflict, our Navy must achieve early “relative knowledge advantage” over the adversary.

     Fully netted maneuver warfare, strike and power projection operations will enable naval forces to fight through an adversary’s theater denial and “anti-access” efforts and directly and decisively influence events ashore.  To carry out the full range of future mission assignments, naval forces must be able to rapidly gain and maintain access to the desired operating area, control the requisite battlespace, and protect our capabilities despite an adversary’s determined actions to deny our efforts.  By harnessing the power of networks and sensors, friendly forces will have the ability to maintain a shared and integrated battlespace picture.  This ability will allow the synchronization of sensors, platforms, vehicles, weapons, and other capabilities to better manage complex sensing-cueing, combat identification, and engagement actions.  The result will be improved speed of command and the ability to make better decisions more quickly.  Fully netted maneuver warfare will be made possible by a shared and integrated battlespace picture, collaborative planning, and common understanding of commander’s intent.  The end result will improve the ability of our forces to adjust to take proactive measures, adjust to threats and create or exploit opportunities.  The complexity and pace of future warfare will require a decentralized command and control structure to retain speed of command.  There simply will not be time for two-way discussions.  By ensuring networks are fully interoperable among all elements of the naval, joint, multi-national, and interagency team, all instruments of U.S. policy will be able to “plug-n-play.”  

     Long-term knowledge-building efforts will be critical to ensuring access in areas of interest.  Naval forces will leverage the advantages of being there to “map” and develop a better understanding of cultural, physical, economic, social, military and political characteristics and capabilities of potential adversaries.  When fully developed, these efforts will contribute to our knowledge superiority and will provide joint forces with a variety of options to defeat or neutralize an adversary’s capabilities.  Although achieving knowledge superiority to allow operations within an adversary’s decision timeline must necessarily include shifting from platform-centric to network centric operations, organizing information, and changing processes, it must also be pursued in ways that account for the dynamics of competition.  This means decreasing our data and information requirements (not digitize everything) and simplifying, decentralizing and converging processes.  In addition to these efforts, we will be in a position to simultaneously conduct Computer Network Attack (CNA) and exploitation against our adversary’s information architecture to introduce overwhelming complexity and ultimately fragment his decision-making and operating processes. 

     Employing a tiered weapons and sensors architecture, network-centric operations will enable sensor management, combat identification, in-flight target updates for weapons, smart weaponeering through weapon-target pairing, and support real-time credible battle damage assessment.  The rapid and accurate perception of the battlespace provided by networks will allow the commander to conduct effects-based warfare (rather than attrition-based warfare) and distribute force capabilities when required without sacrificing survivability or simultaneity.  In short, a tiered weapons and sensors architecture will facilitate the superior knowledge necessary to maneuver or produce effects that “lock out” an opponent’s intended actions and foreclose the effectiveness of his overall “anti-access” strategies.  Dispersed naval forces, using this expeditionary architecture, will assure access forward for the projection of joint and combined warfighting power.  

     Network centric operations will significantly enhance force survivability through its ability to manage active and passive defense capabilities, enhancing force-wide cooperative deception, optimizing force distribution and dispersal, and controlling the appropriate overall force signature. 
     Network-centric operations will support in-stride sustainment for widely dispersed forces in the expanded battlespace, including joint forces ashore.  As the Army and Air Force become more ‘expeditionary,’ they will also become more reliant on sealift and pre-positioning at sea.  These mobile 'expeditionary' forces, in conjunction with our forces, will require equally agile and tailored logistics support.  Such logistics must be focused and netted to the battleforce in order to know precisely when and where their services are required.  In addition to providing focused logistics from the sea without a large or vulnerable footprint ashore, network-centric operations will support logistics by compiling the remote information to run prognostic logistics, and by fully facilitating every stage of combat casualty management. 

Wrap-up
     In summary, knowledge superiority will give naval forces of the future the capability to create, accumulate, and implement a warfighting advantage in highly competitive security 

environments.  Dramatically enhanced knowledge of not only the battlespace but our adversary’s historic, cultural, economic and political characteristics, will allow a highly mobile and dispersed 

naval force to operate within the decision timeline of an adversary and foreclose the effectiveness of anti-access strategies.  In the end, the demand for knowledge superiority to ensure future operational primacy will require that the skill to dominate cyberspace in warfare become a core naval competency across all warfare areas.
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Something that also has me concerned is the often exclusive focus on what I call “JOTS-on-steroids.”  We have spent a lot of valuable effort on “common pictures” that are a critical entry fee.  But truthfully, these “battlespace awareness” devices only deliver the lower order parts of necessary knowledge.  Knowledge is really built in degrees.  These “common pictures” pursue:

what: physical characteristics of the environment and battlespace entities, 

who: identification of battlespace entities to nation of origin

where: geospatial location of battlespace entities

and when: time relative to what/who/where, usually the more real-time the better

But, as this graphic shows, “whole” knowledge has several additional higher order degrees--how (organizational process), why (causal chains/rationale/intent), and what next (plans/predictions/goals/vision).  And these levels of knowledge are the ones that matter most to operations and strategy.

The linkage between tactical battlespace activity with coherent operations and strategy in a dynamic struggle with an enemy requires these higher degrees of knowledge.

Indeed, even without considering the enemy’s dynamics and just considering our own self-induced dynamics and friction, even the how/why/what-next of our own courses of action are key to our own adaptability and unity of effort.










