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Executive Summary

Task Force Web (TFWeb) has been stood up to implement the vision established by Task Force Whiskey (TFW) for a Web Enabled Navy.  That vision is presented as a standard enterprise three-tiered architecture describing where the different web technologies reside. The three tiers are presentation, application, and data/content.  This TFWeb product is focused on the data/content tier and its integration with the application tier.

The purpose of this document is to define the functional, technical, and deployment requirements for the enterprise portal.  Each requirement will be assigned a unique identifier (UID), along with a threshold level (T) and objective level (O) that reflect the importance of the requirement to the Navy.  A new requirement will be assigned a UID that is next increment in sequence (NOTE:  UIDs of deleted requirements will not be used).  While the requirements specified in this document address many facets of a portal, they are not required to be satisfied by a single portal product. 

The requirements in this document address both the afloat and ashore operational contexts.  In addition, the services available through the portal will support the following user categories: strategic, tactical, and administrative.

  Table of Contents

Section
Page

1Introduction


11.1  Background


21.2  Purpose


21.3  Scope


31.4  Organization of the Document


5Enterprise Portal Requirements


52.1
Presentation Requirements


62.1.1
Personalization


72.1.2
User Profiling


72.1.3
Single Point of Access


72.1.4
Internationalization


82.1.5
Multimedia


102.1.6
Device-Specific Presentation


102.1.7
Human Factor


102.1.8
Section 508


102.2
Management Requirements


102.2.1
Registry


112.2.2
Registry Management


112.2.3
Repository


112.2.4
End User Administration


112.2.5
Security


112.2.5.1
Authentication


122.2.5.2
Confidentiality


122.2.5.3
Integrity


122.2.5.4 Non-Repudiation


132.2.5.5
Accountability


132.2.6
Session Management


132.2.6.1
Caching


132.2.6.2
Persistence


142.2.7
On-Line Training/Context-Sensitive Help


142.3
Service/Data Integration Requirements


142.3.1
E-mail


142.3.2
Search


162.3.2.1
Federated Search


162.3.2.2
Automated Search Agents


172.3.3
Directory Services


172.3.4
Document Management


172.3.5
Workflow


182.3.6
Collaboration


182.3.7
Calendar/Schedule


182.3.8
Decision Support/Business Intelligence


192.3.9
Remote File Management


192.3.10
Resource Discovery Requirements


192.3.11
Content Management Requirements


202.3.11.1  Data Recovery


202.3.12
Metadata Management Requirements


212.3.12.1  Taxonomy Classification


212.3.12.2 Multi-Categorization


212.3.12.3 Metadata Standards


212.3.13 Integration Requirements


222.3.13.1  Application Programming Interfaces


222.3.13.2  Programming Languages


232.3.13.3  Development Tool Support


232.3.13.4  Database Support


232.3.13.5  Middleware Support


242.4  Quality Requirements


242.4.1
Performance


242.4.2
Scalability


242.4.3
Availability


242.4.4
Reliability


242.4.5
Usability


27Vendor/Product Life Cycle Requirements


273.1
Vendor


273.1.1
Vendor Responsiveness


273.1.2
Cost Negotiation Potential


273.1.3
Client List


273.1.4
Business Plan/Value Proposition


273.2
Products


273.2.1
Backward Compatibility


273.2.2
Platforms Supported


273.2.3
Open Standards Support


30Deployment Constraints


31Program Management Requirements


315.1 Vendor Deployment Requirements


315.2 Program Management Requirements


315.2.1 Ashore Requirements


325.2.2 Afloat Requirements




List of Figures

Figure
Page

2Figure 1-1.  Three Tiers of the Navy Enterprise Portal




Section 1

 SEQ Level1 \r 0 \h 

 SEQ Level2 \r 0 \h 

 SEQ Level3 \r 0 \h 

 SEQ Level4 \r 0 \h 

 SEQ figure \r 0 \h 

 SEQ table \r 0 \h 
Introduction

1.1

 seq Level2 \r 0 \h \* MERGEFORMAT 

 seq Level3 \r 0 \h \* MERGEFORMAT 

 seq Level4 \r 0 \h \* MERGEFORMAT   Background

On 28 August 2000, the Vice Chief of Naval Operations (VCNO) issued a memorandum with the following subject: Software/Applications for NMCI.  A key element of this memorandum was “a simple but clear definition of what a Web Enabled Navy would be.”  .” Numerous organizations participated in refining a common technical understanding of high-level issues involved in web enabling the Navy.  Throughout October and November 2000, key requirements and broad timelines were explored.  In December 2000, VCNO chartered Task Force Whiskey (TFW) to provide within 60 days a detailed analysis and a workable execution strategy to web enable the Navy.  The final report provided 31 January 2001 provided a vision for operational, technical, and system architectures as well as a possible timeline.

Task Force Web (TFWeb) has been established to implement a web-enabled Navy.  That vision is enabled by an enterprise three-tiered architecture describing where the different web technologies reside. The three tiers are presentation, application, and data/content (see Figure 1-1).  This guide is focused on the data/content tier and its integration with the application tier.  Other documents will address other aspects of web enablement.
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Figure 1-1.  Three Tiers of the Navy Enterprise Portal

1.2
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 seq Level3 \r 0 \h \* MERGEFORMAT 

 seq Level4 \r 0 \h \* MERGEFORMAT   Purpose

The purpose of this document is to define the functional, technical, and deployment requirements for the enterprise portal.  Each requirement will be assigned a unique identifier (UID), along with a threshold level (T) and objective level (O) that reflect the importance of the requirement to the Navy.  A new requirement will be assigned a UID that is next increment in sequence (NOTE:  UIDs of deleted requirements will not be used).  While the requirements specified in this document address many facets of a portal, they are not required to be satisfied by a single portal product. 

1.3

 seq Level2 \r 0 \h \* MERGEFORMAT 

 seq Level3 \r 0 \h \* MERGEFORMAT 

 seq Level4 \r 0 \h \* MERGEFORMAT   Scope

The requirements in this document address both the afloat and ashore operational contexts.  In addition, the services available through the portal will support the following user categories: strategic, tactical, and administrative.

1.4
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 seq Level4 \r 0 \h \* MERGEFORMAT   Organization of the Document

This document is part of a series of documents developed by Task Force Web to describe different aspects of the enterprise portal.  The document series includes the following:

· Portal Integration Developer’s Guidance 

· Glossary of Terms.

The remainder of this document is divided into four sections.  Section 2 specifies the functional and technical requirements for the enterprise portal.  Section 3 specifies the lifecycle requirements for a portal vendor/product.  Section 4 specifies the deployment constraints for the enterprise portal with consideration for the Navy operational and infrastructure constraints.  Section 5 specifies program management requirements pertaining to vendor deployment and program management, which includes ashore and afloat requirements.

Section 2
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Enterprise Portal Requirements

This section specifies the functional and technical requirements for the enterprise portal.  The enterprise portal will provide a standardized Web-based interface for sharing and managing both structured and unstructured information.  In addition, the enterprise portal will integrate disparate Navy applications and data sources to form a Web-based, service-centric capability.

The enterprise portal interface will be personalized and customizable by the end user and by organizational commands.  The end user will be able to subscribe to desired services and have these services provided at each log-on to the enterprise portal.  Organization commands will be able to tailor the view provided to each user within the command.  Each enterprise portal view will provide a standard Navy banner that can be customized with tabs for Navy and organizational command access.  The Department of Navy (DoN) Chief Information Office (CIO) is responsible for establishing a set of standards for the look and feel of enterprise portal customized views.  Task Force Web will work with the Navy CIO to establish a set of standards that cover areas such as quality assurance, quality of service, data standardization, metadata management, interoperability, and enterprise-level information resource management.

[242] The enterprise portal shall have a modular architecture such that it supports a distributed configuration (i.e., portal components can reside on separate hardware platforms). (O)

[243] The enterprise portal shall support the exchange of information between portal components using XML message format. (T)

2.1 Presentation Requirements

Presentation requirements focus on the personalization of the enterprise portal interface, which includes browser access to the enterprise portal engine and the use of other devices such as personal digital assistants (PDAs) and cellular telephones.  The presentation layer architecture described in Web Enabled Navy 2.0 was developed with display and user input device independence.

2.1.1
Personalization

[1] The enterprise portal shall provide administrators the ability to customize the content and format of portal views at both individual and user group levels. (T)

[2] The enterprise portal shall provide users the ability to customize both the content and format of the desktop through a list of available portal services. (T)


[3] The enterprise portal shall support the development of a navigation bar to include links to the portal homepage, the user’s command menu, the channel registry, document management system, search facility, user’s workspaces, user’s profiles, and help. (T)

[4] The enterprise portal shall allow the user to add, minimize/maximize, detach, and delete any user-controllable pane within the browser. (T)

[5] The enterprise portal shall allow the user to modify the size, number, and placement of any user-controllable pane within the browser. (T)

[6] The enterprise portal shall not restrict the user’s workspace in terms of column width, total column span, row height, and total row span. (O)

[7] The enterprise portal shall provide the ability to configure detached panes to have the same look and feel as the main portal screen. (T)

[8] The enterprise portal shall allow administrators to program both mandatory and selectable default layouts and content components. (T)

[9] The enterprise portal shall provide the administrator the ability to lock specific components of the organizational enterprise portal layout so these components will always be displayed in predefined locations and cannot be moved, minimized, or deleted by users. (T)

[10] The enterprise portal shall allow users to subscribe to individual objects or a predefined pane of objects. (T)

[11] The enterprise portal shall allow users to define the schedule, format, delivery pane, and preferred-alert method when subscribing to an object, such as a report. (O)

[12] The enterprise portal shall retrieve personal configuration settings for each user upon log-in. (T)

[13] The enterprise portal shall incorporate the default settings provided by the   administrator in the default personal configuration setting. (T)

[14] The enterprise portal shall provide users the ability to save or update personal configuration settings. (T)

[15] The enterprise portal shall notify each affected user of changes to the organizational default settings. (O)

[16] The enterprise portal interface configuration shall be based on privileges defined by user, group, and roles. (O)

[17] The enterprise portal shall deny access to unauthorized channels. (T)

2.1.2
User Profiling

[18] The enterprise portal shall suggest services based on user or group portal-usage patterns. (O)

[19] The enterprise portal shall allow users to select the portal-user profile option. (O)

[20] The enterprise portal shall provide administrators profiling metrics on channel usage patterns. (O)

[21] The enterprise portal shall share user roles and privileges information with third-party products. (T)

2.1.3
Single Point of Access

[22] The enterprise portal shall support a consistent user interface for all applications. (T)

[23] The enterprise portal shall support the configuration of a consistent user interface for all applications. (T)

[24] The enterprise portal shall be accessible to all Navy domains, allowing authorized users access from anywhere, anytime. (O) 

[25] The enterprise portal shall be accessible to groups outside the .mil domain performing transactions with Navy units. (O)

2.1.4
Internationalization

[26] As part of the internationalization capability, the enterprise portal shall support the following foreign languages (for the remainder of this document, the phrase “foreign languages” will only include the languages described below): 

· Bulgarian

· Chinese

· Czech

· Danish 

· Dutch

· French

· German

· Hungarian

· Italian

· Japanese

· Korean  

· Norwegian

· Polish

· Portuguese

· Romanian

· Russian

· Serbo-Croatian

· Hebrew

· Spanish

· Swedish

· Ukrainian (O)

[27] The enterprise portal shall support searching of foreign-language documents. (O)

[28] The enterprise portal shall support indexing and categorization of foreign-language documents. (O)

[29] The enterprise portal shall support screen rendering in foreign languages based on user preferences. (O)

[30] The enterprise portal shall provide translation services for foreign-language content and documents to and from English. (O)

2.1.5
Multimedia

[31] The enterprise portal shall support speech annotation. (O)

[32] The enterprise portal shall support display of the following multimedia file formats:

· Static Graphics formats 

· JPEG

· GIF

· TIFF

· NITF

· BMP 

· Text/document formats 

· ASCII

· PDF

· MS Office product formats (as natively supported by MSIE/office object inheritance)

· Markup Languages 

· HTML

· DHTML

· XML/XSL

· PDML

· SGML

· Video/Animation formats 

· MPEG

· Realplayer - RA

· Video for Windows  - AVI

· Macromedia Flash - FSH

· Quicktime Movie - MOV

· Audio formats 

· Audio Interchange File Format - AIFF

· Microsoft Sound  - WAV

· MIDI - MID

· MPEG Video  - MPEG-3

· Compression types

· ZIP

· GZ/GNU ZIP

· TAR

· BinHex

· MIME

· Uuencode. (T)

[33] The enterprise portal shall support multiple panes of audio/visual presentations that run simultaneously. (T)

2.1.6
Device-Specific Presentation

[34] The enterprise portal shall present content in a format compatible with mobile devices for any pane that supports that format. (O)

[35] The enterprise portal shall provide the ability for content distribution automatically tailored for bandwidth or client-type considerations.
(O)

2.1.7
Human Factor

[36] The enterprise portal shall provide natural language interfaces, establishing a reading level standard for content and developing intuitive navigational tools. (O)

2.1.8
Section 508

[37] The enterprise portal shall comply with Section 508 of the Rehabilitation Act (29 U.S.C. 794d). (T)

2.2
Management Requirements

[38] The enterprise portal shall provide remote access to centralized, browser-based portal and administration services. (T)

[39] The enterprise portal shall provide the ability to schedule administration jobs. (O)

[40] The enterprise portal shall provide administrators the ability to add panes. (T)

[41] The enterprise portal shall support a distributed architecture. (T)

[42] The enterprise portal shall support performance, monitoring, and metrics tools. (T)

2.2.1
Registry

[43] The enterprise portal shall support a registry containing metadata describing pane modules and pointers.  Enterprise portal presentation logic interacts with the pane providers through the use of this registry-specified information. (T)

[44] The registry shall support content management capability such that a search engine may be plugged in and used to index and allow querying of its contents by end users. (T)

[45] The registry shall support permissions granted to users by mapping the user’s Distinguished Name concatenated with the user's log-in information to access controls that enable content.  This should allow the selective disabling and/or hiding of pane modules based on user and group. (O)

2.2.2
Registry Management 

[46] The registry shall provide remote access to a centralized, browser-based management interface allowing administrators to add, remove, and modify registry entries as necessary when pane modules are added, removed, or changed. (T)

[47] The administration interface shall incorporate basic search capabilities. (T)

2.2.3
Repository

[48] The enterprise portal shall support access to the following application server types: J2EE, .net, ColdFusion, Lotus Domino, CGI, Oracle, etc. (T)

2.2.4
End User Administration

[49] The enterprise portal shall provide remote access to centralized, browser-based management of user accounts/roles. (T)

[50] The enterprise portal shall provide administrators the ability to define permissions for individuals, groups, and roles within the organization. (T)

[51] The enterprise portal shall provide the ability to track user activities/audit logs. (T)

[52] The enterprise portal shall provide the ability for an administrator to push alerts or notifications to users. (T)

2.2.5
Security

[53] The enterprise portal shall support secure sockets layer (SSL) and public key infrastructure (PKI) for all portal infrastructure components. (T)

2.2.5.1
Authentication 

[54]  The enterprise portal shall support authentication services via valid Class 3 DoD PKI digital certificates. (T) 

[55]  The enterprise portal shall support authentication services via valid Class 4 DoD PKI digital certificates. (O)

[56] The enterprise portal shall provide the ability to pass user authentication information from the enterprise portal to services and applications through the data adapter. (T)

[57] The enterprise portal shall support authentication services via a valid user identification (ID) and password. (T)

[58] Strong authentication shall be required for any user access to the enterprise portal, and all such accesses shall be audited. (T)

[59] Error feedback for user authentication shall contain no information regarding which part of the authentication information is incorrect. (T)

[60] The enterprise portal shall limit the number of unsuccessful log-in attempts.  The number of unsuccessful log-in attempts shall be configurable by an administrator. (T)

[61] The enterprise portal shall have the ability to limit the number of concurrent log-ons.  The number of simultaneous log-ons shall be configurable by an administrator. (T)

[62] The enterprise portal security architecture shall support the use of single sign-on (SSO). (O)

2.2.5.2
Confidentiality

[63]  The enterprise portal shall support confidentiality.  The enterprise portal shall provide a centralized mechanism to enforce access control at or above the object level (i.e., functions, data) based on a subject’s (user's, application's) valid identification, authentication, roles, and permissions. (O)

[64]  The enterprise portal shall provide one or more mechanisms to permit applications to ensure confidentiality of sensitive, transmitted data via data encryption using government-approved means in accordance with appropriate PKI policy.  Approved SSL methods shall be used to provide confidentiality of the data in transit. (T)

[65] The enterprise portal shall provide a capability for centralized user-account creation in a heterogeneous environment with the ability to define a unique user identifier and log-in name (within the administrative domain). (T)

2.2.5.3
Integrity


[66] The enterprise portal shall support the use of SSL to preserve the integrity of the information while in transition between the client and the server. (T)

[67] The enterprise portal shall comply with DoD mobile code policy. (T) 

2.2.5.4 Non-Repudiation

[68]  The enterprise portal shall ensure non-repudiation using digital signatures based on DoD PKI Class 3 or Class 4 certificates and keys.  SSL/PKI shall be used for non-repudiation as assurance that the sender of data is provided with proof of delivery and the recipient is provided with proof of the sender’s identity, so neither can later deny having processed the data. (T)

2.2.5.5
Accountability

[69] The enterprise portal shall provide a mechanism to capture audit logs for selected actions deemed necessary by the system administrator to provide the administrator the ability to reconstruct events and determine individual responsibility for security-related issues. (T)

[70] The enterprise portal shall provide an audit mechanism capable of automatically collecting, processing, and identifying security-relevant events that meet security audit requirements.  (O)

[71] The enterprise portal shall record for each audit event the following information: date and time of the event, the unique subject identifier (user ID) on whose behalf the subject program generating the event was operating, type of event, success or failure of the event, origin of the request (e.g., terminal ID) for identification and authentication events, name of program or file introduced, accessed, or deleted from a user’s address space. (O)

[72] The enterprise portal shall provide end-to-end system and user accountability for all relevant events so that the system administrator will be able to reconstruct the cause of an event and identify the user or system component responsible for the event. (O)

[73] The enterprise portal shall provide access and transmission audit logs strictly controlled to maintain integrity. (T)

2.2.6
Session Management

[74] The enterprise portal shall maintain session information. (T)

2.2.6.1
Caching

[75] The enterprise portal shall support predictive caching, which involves employing dynamic data caching or other appropriate data managing schemes. (O)

2.2.6.2
Persistence

[76] The enterprise portal shall support persistence of data, which is the universal mechanism for saving the state of the system to continue the data transmission after the actual communication has ceased or the metadata has been received. (O)

2.2.7
On-Line Training/Context-Sensitive Help



[77] The enterprise portal shall provide the ability to integrate an on-line training tool kit. (O)

[78] The enterprise portal shall provide the ability to collect statistics for integrated computer-based training. (O)

[79] The enterprise portal shall provide context-sensitive help for portal components. (O)

2.3
Service/Data Integration Requirements

[80] The enterprise portal shall support the capturing, viewing, and searching of services/components metadata in XML format. (T)


2.3.1
E-mail

[81] The enterprise portal shall support the integration of POP 3/SMTP and IMAP e-mail protocols. (T)

2.3.2
Search

[82] The enterprise portal shall support the integration of a search engine product. (T)

The enterprise portal shall support the following search types:

· [83] Key Word (e.g., technical terms) (T)

· [84] Boolean (T)

· [85] Fielded Searching (e.g., date, author, organization) (T)

· [86] Full Text (T)

· [87] Hierarchical Searching (O)

· [88] Natural Language (O)

· [89] Wild Cards (O)

· [90] Context/Pattern (O)

· [91] Query by Example (O)

· [92] Thesaurus (O)

[93] The enterprise portal shall provide the ability to construct, modify, and store custom search queries. (O)

[94] The enterprise portal shall provide a search engine available to all users. (T)

[95] The enterprise portal shall provide the ability to search within all identified domains (e.g., .mil, .gov, .org, .edu). (O)

[96] The enterprise portal shall provide the ability to index and search the contents of structured and unstructured file formats to include: (T)

· Static Graphics formats 

· JPEG

· GIF

· TIFF

· NITF

· BMP 

· Text/document formats 

· ASCII

· PDF

· MS Office product formats (as natively supported by MSIE/office object inheritance)

· Markup Languages 

· HTML

· DHTML

· XML/XSL

· PDML

· SGML

· Video/Animation formats 

· MPEG

· Realplayer - RA

· Video for Windows  - AVI

· Macromedia Flash - FSH

· Quicktime Movie - MOV

· Audio formats 

· Audio Interchange File Format - AIFF

· Microsoft Sound  - WAV

· MIDI - MID

· MPEG Video  - MPEG-3

· Compression types

· ZIP

· GZ/GNU ZIP

· TAR

· BinHex

· MIME

· UUencode

[97] The enterprise portal shall limit the ability to search contents based on a user's access privileges. (O)

[98] The enterprise portal shall provide the ability to view, print, or export the results of a search query. (O)

[99] The enterprise portal shall support relevance ranking for displaying search results. (T)

[100] The enterprise portal shall support the selection of different display options for search results including summary, no summary, and number of results per page. (T)

[101] The enterprise portal shall provide the ability to display the identification of the source material for a search-query response. (O)

2.3.2.1
Federated Search

[102] The enterprise portal shall provide the ability to add, delete, and save information source selections for search. (O)

[103] The enterprise portal shall support searching on multiple information sources. (O)

[104] The enterprise portal shall support both internal and external search. (O)

2.3.2.2
Automated Search Agents


[105] The enterprise portal shall support user-defined search agents (e.g., spiders/crawlers). (O)

[106] The enterprise portal shall support search agents with multiple notification mechanisms. (O)

[107] The enterprise portal shall support scheduling of search agents. (O)

[108] The enterprise portal shall support search agents that highlight incremental change in search-query results. (O)

[109] The enterprise portal shall provide the ability to extract metadata from information sources. (O)


2.3.3
Directory Services

[110] The enterprise portal shall support the integration of lightweight directory access protocol (LDAP) V3 or higher version directory servers. (T)


2.3.4
Document Management
 

The enterprise portal shall support the integration of document management products with the following characteristics: 

· [111] content creation and storage in the portal (T)

· [112] typical document management capabilities, including retrieving, sharing, tracking, revising, publishing, and distributing documents (T)


· [113] document summarization (T)

[114] The enterprise portal shall support content creation and storage in the portal.
 (T)

[115] The enterprise portal shall provide typical document management capabilities, including retrieving, sharing, tracking, revising, publishing, and distributing documents. (T)

[116] The enterprise portal shall provide document summarization. (T)

2.3.5
Workflow


[117] The enterprise portal shall support the integration of workflow management products in compliance with the Workflow Management Coalition Reference Model. (T)

[118] The enterprise portal shall share user roles and privileges information with workflow management products. (T)

[119] The enterprise portal shall receive and respond to intermediate state changes in a business process (e.g., approvals). (O)


[120] The enterprise portal shall provide auditing and management services to monitor process flows. (O)

2.3.6
Collaboration


[121] The enterprise portal shall support the integration of collaboration products. (T)

The enterprise portal shall provide users and administrators the ability to create communities that are considered

· [122] mandatory communities (required for select groups of users) (O)

· [123] threaded-discussion communities (O)

[124] The enterprise portal shall provide collaboration in the context of structured and unstructured information resources, workflow process events, and calendar events.(O)


[125] The enterprise portal shall support synchronous and asynchronous collaboration.(T)

[126] The enterprise portal shall support continuous collection and archiving of data and information assets created from collaborative activity. (T)


[127] The enterprise portal shall make use of project- or function-based team rooms to aggregate resources to support a particular activity at a single on-line location. (T)


[128] The enterprise portal shall allow users to discover whether another user is currently on-line. (T)

[129] The enterprise portal shall allow users to execute collaboration tools within the portal, facilitating simultaneous enterprise-wide access, regardless of duty location. (T)

2.3.7
Calendar/Schedule


[130] The enterprise portal shall support the integration of calendar products. (T)

[131] The enterprise portal shall support an integrated calendar/schedule facility to facilitate the sharing, comparing, and analyzing of events. (O)

[132] The enterprise portal shall support flexible contact mechanisms. (T)


2.3.8
Decision Support/Business Intelligence

[133] The enterprise portal shall support the integration of business intelligence products with the following characteristics: the ability to view standardized reports and report formats, the ability to view information through multi-axis drill-down and charting, and the ability to perform data mining on multiple, authorized information sources. (T)

[134] The enterprise portal shall provide the ability to view standardized reports and report formats. (O)

[135] The enterprise portal shall provide the ability to view information through multi-axis drill-down and charting. (O)

[136] The enterprise portal shall provide the ability to perform data mining on multiple authorized information sources. (O)

[137] The enterprise portal shall allow for integration of navigable database reports into graphical and textual displays. (O)

[138] The enterprise portal shall deliver output of structured data requests in HTML as well as transferable and native formats. (O)

[139] The enterprise portal shall support on-line analytical processing (OLAP) to perform analysis without having to write complicated structured query language (SQL) statements.  (O)

[140] The enterprise portal shall allow users to drill down (access data sources through pre-defined or ad hoc query tools). (O)

[141] The enterprise portal shall provide reports created by a variety of native and third-party business-intelligence tools. (O)

[142] The enterprise portal shall provide a full range of query, report, and analysis capabilities in a highly integrated fashion. (O)


[143] The enterprise portal includes native query, reporting, spreadsheet, graphs, and OLAP analysis capability. (O)

2.3.9
Remote File Management

[144] The enterprise portal shall provide data access via industry standard file transfer protocols. (T)


[145] The enterprise portal shall provide automated file conversion. (O)

2.3.10
Resource Discovery Requirements

[146] The enterprise portal shall provide mechanisms for publishing new data and services (e.g., publish/subscribe model). (T)


[147] The enterprise portal shall provide mechanisms for notification of changes to data. (O)

2.3.11
Content Management Requirements

[148] The enterprise portal shall provide users the ability to subscribe to individual content and service objects or predefined channels of content and services. (T)

[149] The enterprise portal shall provide the ability to automatically extract metadata from various information sources, enabling users to identify relationships in the information. (O)

[150] The enterprise portal shall provide the ability to establish event-driven connections to static and dynamic information resources. (O)

[151] The enterprise portal shall provide synchronization mechanisms for sharing user IDs, user roles, content components (e.g., portlets, gadgets) and content access privileges between different vendors’ portal products. (O)

2.3.11.1  Data Recovery

[152]  The enterprise portal shall support delta change replication and synchronization of portal-maintained data to distributed portals with minimal bandwidth.  Synchronization capability (T); delta change replication only. (O)

[153] The enterprise portal shall support compression methods for streamlining bandwidth utilization. (O)

[154] The enterprise portal shall provide on-line backup capability for all portal-maintained data. (T)

[155] The enterprise portal shall provide archiving for all portal-maintained data. (T) 

2.3.12
Metadata Management Requirements

[156] The enterprise portal shall either provide or allow integration with a back-end service registry maintaining information on data sources, services, business logic components, and other building blocks used by developers of applications for the portal panes. (T)

[157] The service registry shall store metadata and access information for structured and unstructured data sources in the repository. (T)

[158] The service registry shall store metadata and access information for services and business logic components in the repository. (T)

[159] The metadata stored by the service registry shall support indexing and allow a search engine to be plugged in or allow search applications to be built on it so that application developers may discover the existence and method of utilization of data sources and/or services at development time. (T)

[160] The metadata stored by the service registry shall support the creation of a wrapper service that allows applications to query the registry at runtime for service access information that they can use to find a service dynamically. (O)

[161] The enterprise portal shall provide dynamic unstructured metadata tagging of information and data assets at the time of publishing and as a function of data use and manipulation (i.e., metadata generation tools). (O)

[162] Content publishers shall be able to manage developer access to metadata associated with published content.  Content publishers shall be given the option to restrict developer access to metadata data elements (file name, file type, title, description, author, etc.) by user, user role, user group, or organization. (O)

[163] The enterprise portal shall support automatic updating of the registry from the repository. (T)

[164] The enterprise portal shall be able to have the repository, registry, and enterprise portal engine residing on the same system without conflict. (T)


2.3.12.1  Taxonomy Classification

[165] The enterprise portal shall support multiple taxonomies automatically generated and manually developed. (O)

2.3.12.2 Multi-Categorization


[166] The enterprise portal shall provide access to an intuitive cataloging system for classifying objects. (O)


[167] The enterprise portal shall provide readily accessible metadata descriptions of object properties. (T)

2.3.12.3 Metadata Standards

[168]  The enterprise portal shall support Navy-defined metadata standards (SECNAV INST 5000.x approval signature). (O)

[169] The enterprise portal shall support XML 1.0. (T)

[170] The enterprise portal shall support XML 2.0. (O)

2.3.13 Integration Requirements 


[171] The enterprise portal shall provide the ability to import services such that information from an external service can be passed to the enterprise portal and presented to the enterprise portal user through a Web browser. (T)

[172] The enterprise portal shall provide a modular approach to application integration that allows for new data adapters to be registered into the enterprise portal without modifying the core functions of the enterprise portal. (T)

[173] The enterprise portal shall facilitate this integration using Navy- and industry-recognized standards wherever possible to maximize the openness of the enterprise portal architecture. (T)

[174] The enterprise portal shall provide a general set of capabilities or services to each data adapter to provide consistency and eliminate the need for the data adapter to recreate those capabilities in each adapter (e.g., extend or inherit). (T)

[175] The enterprise portal shall provide the ability to pass user personalization information from the enterprise portal to the services and applications through the data adapter in order to influence the output of the data adapter. (T)

[176] The enterprise portal shall secure access to each data adapter using the same security controls that apply to every other object in the enterprise portal. (T)

[177] The enterprise portal shall support XML or XHTML as output formats from the data adapter that will be delivered as XHTML to the user’s Web browser without any additional enterprise portal requirements for client software or browser plug-ins. (T)

[178] The enterprise portal shall provide access to tools to build new applications or connect multiple, heterogeneous data stores and apply business logic to Web-enabled legacy applications. (T)

2.3.13.1  Application Programming Interfaces

[179] The enterprise portal shall export an application programming interface (API) such that data adapters can interact with enterprise portal objects. (T)

[180] The enterprise portal shall provide sufficient flexibility such that it is possible to develop data adapters in different programming environments to accommodate both applications with different programming interfaces and implementers with different skills. (T)

[181] The enterprise portal shall provide an XML API for integration of services. (T)

[182] The enterprise portal shall provide an XML-based development environment to aid in the development of data adapters to be integrated into the enterprise portal. (T)


[183] The enterprise portal must support the following technologies: Java 2 Enterprise Edition (J2EE), Enterprise Java Beans (EJB), Java Server Pages (JSP), Active Server Pages (ASP), servlet standards and Common Gateway Interface (CGI). (T)

[184] The enterprise portal shall support Web-based creation of panes.  The creation of content for panes does not have to be Web-based; only the selection of content for panes is required to be Web-based. (T)

[185] The enterprise portal shall enable end users to create panes consisting of multiple content items (services). (O)

2.3.13.2  Programming Languages

[186] The enterprise portal shall support multiple programming languages to include PERL, C, C#, C++, Java, and Visual Basic.(T)

[187] The enterprise portal must support programming/development languages that conform to industry standards. (T)

2.3.13.3  Development Tool Support

[188] The enterprise portal shall include an adapter development kit (ADK) that shall include, but not be limited to documentation, technical support, code samples, helper functions, wizard-like tools, and third party resources for creating new services. (T)

[189] The enterprise portal shall provide a visual development environment and supporting tools. (T)

[190] The enterprise portal shall include debugger tools that are comprehensive and consistent with the operational environment. (T)

[191] The enterprise portal shall contain a consistent set of tools that are available in all operational environments. (T)

2.3.13.4  Database Support


[192] The enterprise portal shall provide a direct database interface to commercially available relational databases such that database queries can be constructed and executed directly on the external application databases. (T)

[193] The enterprise portal shall provide the ability to access application databases utilizing Open Database Connectivity (ODBC) and Java Database Connectivity (JDBC). (T)

[194] The enterprise portal shall provide interfaces to support specific relational database systems to include Lotus Notes, Microsoft Access, Microsoft SQL Server, Sybase, SAP R/3, and Oracle. (T)

[195] The enterprise portal shall provide the ability to store user database log-in and preference information so that the user can obtain the results of a database query without logging in to the database system separately. (T)

[196] The enterprise portal shall provide the ability to cache complex database queries so that multiple users can share the same query. (T)

[197] The enterprise portal shall support the SQL - FIPS 127-2 standard for interaction with existing and future relational databases. (T)

2.3.13.5  Middleware Support


[198] The enterprise portal must be able to integrate with applications or services that do not reside on the same platform, and therefore, must communicate over a network or the Internet. (T)

[199] The enterprise portal must allow data adapters to access its components (e.g., repository, authentication server) over a network or the Internet. (T)

[200] The enterprise portal must provide the ability to interface with applications that support the OMG CORBA, RMI, DCOM, SOAP, ebXML and other messaging protocols to support distributed processing. (T)

2.4  Quality Requirements



2.4.1
Performance

[201] The enterprise portal shall support a maximum of 3 million users. (T) < 10,000

[202] The enterprise portal shall support a maximum of 20,000 services. (T) < 100

2.4.2
Scalability


[203] The enterprise portal shall be able to scale up to a maximum of 500,000 concurrent users. (T) < 2000

2.4.3
Availability

[204]  The enterprise portal shall be available in A0 .99999999999. (T)

2.4.4
Reliability


[205] The enterprise portal shall support the integration or configuration of high-availability capabilities that include fault tolerance. (T)

[206] The enterprise portal shall support the integration or configuration of high-availability capabilities that include automatic fail-over. (T)

[207] The enterprise portal shall support the integration or configuration of high-availability capabilities that include load balancing. (T)

2.4.5
Usability


[208] The enterprise portal vendor shall provide installation, maintenance, training, support, and documentation for the portal products. (T)

[209] The enterprise portal shall provide ease of installation and sufficiency of documentation
. (T)

[210] The enterprise portal shall provide ease of use of administrative functions and tools for managing users, managing services, use of Web interface, or windows interface. (T)
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Vendor/Product Life Cycle Requirements

3.1
Vendor

3.1.1
Vendor Responsiveness

[213] The enterprise portal vendor shall have 24 x 7 worldwide technical support via telephone and e-mail. (T) 

3.1.2
Cost Negotiation Potential

[214] The enterprise portal vendor shall support an enterprise license for the enterprise portal and all associated infrastructure. (T)

3.1.3
Client List

[215]  The enterprise portal vendor shall provide a list of client references to include at least three representatives from government and at least three from industry featured on the Fortune Global 500. (T)

3.1.4
Business Plan/Value Proposition

[216] The enterprise portal vendor shall demonstrate that the enterprise portal product is an integral part of their strategic vision. (T) 

3.2
Products

3.2.1
Backward Compatibility

[218] The enterprise portal product shall support backward compatibility for at least one version. (T)

3.2.2
Platforms Supported 


[219] The enterprise portal shall support the following operating systems: Solaris, Windows NT, Windows 2000, XP, HP-UX and Linux.
(T); (O) Linux, XP.

3.2.3
Open Standards Support


[220] The enterprise portal vendor must demonstrate an understanding of technology trends and their plan to support emerging standards. (T)

[221] Besides those standards mentioned elsewhere in this requirements document, the enterprise portal shall also support the following standards: XML Schema, XHTML, HDML, WAP, VoiceXML, and i-Mode. (O)

[222] The enterprise portal shall support the following Web servers: iPlanet, Web Logic, Apache, and Microsoft IIS. (T)
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Deployment Constraints

This section specifies the deployment requirements for the enterprise portal:

[223] Layers 1-3 infrastructure shall be in place to accommodate a Navy-wide deployment independent of the Navy Marine Corps Intranet (NMCI), IT-21, or deployed IP infrastructure within the context of a coordinated security model.

[224] Facilities shall be identified (i.e., heating, ventilation, and air conditioning (HVAC), electricity, footprint, and security mechanisms, both physical and logical).

[225] Application servers/repositories shall be distributed throughout the network or centralized as determined by the service provider/implementing agency, and as coordinated through the Task Force Web Information Technology (IT) Governance Board. 

[226] Data engines shall be accessed by major claimants and replicated within the context of a coordinated/approved data/information flow model.  

[227] Specific issues of bandwidth management/limitations shall be the purview of the layer 1-3 service provider and shall be addressed in the replication concept of operations (ConOps) by those providers.

[228] The enterprise portal shall have a repository and registry of all available ashore and afloat services as approved by the Task Force Web IT Governance Board.

[229] The Task Force Web IT Governance Board shall establish appropriate performance metrics to  
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Program Management Requirements

5.1 Vendor Deployment Requirements

[230] The vendor shall provide worldwide customer support. (T)

[231] The vendor shall not be required to coordinate schedule for implementation with any US Navy facility, whether ashore or afloat. (T)

5.2 Program Management Requirements

[232] The implementation agent shall be responsible for submitting a deployment checklist to the Task Force Web IT Governance Board for review, approval, and selection. 

[233] The implementation agent shall provide a single point of contact (POC) for engineering support and coordination.

[234] The implementation agent shall provide an engineering site plan for deployment.

[235] The implementation agent shall ensure that user registration within the directory is complete.

[236] The implementation agent shall construct both a master plan of action and milestones (POA&M) and site specific POA&Ms for portal implementation.

5.2.1 Ashore Requirements

[237]  The implementation agent shall coordinate schedules with the applicable Task Force Web schedule coordinator and apply for access as per NMCI guidelines.

[238]  The implementation agent shall adhere to all applicable WEN security requirements, including the following:

· All personnel shall possess required security clearances

· Submission of visit requests shall be in consonance with US Navy requirements to each ashore activity

· All personnel shall observe all local security policies when performing their duties

5.2.2 Afloat Requirements

[239] The implementation agent shall coordinate schedules with the IT-21 block schedule coordinator for installation and system operational verification test (SOVT). 

[240] The implementation agent shall adhere to all applicable Web Enabled Navy security requirements, including the following:

· All personnel shall possess required security clearances

· Submission of visit requests shall be in consonance with US Navy requirements to each afloat activity

· All personnel shall observe all local security policies when performing their duties

[241] The implementation agent shall coordinate afloat implementation activities (portal, registry, and repository) with identified responsible Naval computer and telecommunications area master station (NCTAMS) facilities.
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