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1.
Executive Summary


1.1.
Background

The Department of Navy Headquarters Network (DNHN) currently consists of over 5,300 user accounts supporting DON military, civilian and contractor personnel.  The DNHN comprises two separate logical Local Area Networks (LAN) designated as “Classified” and “Unclassified” serving 1,800 and 3,500 users accounts respectively.  The mission of the Department of Navy Information Network Program Office (DON INPO) is to provide DNHN users with the benefits of a robust and reliable network environment and desktop productivity tools that support easy creation, storage, access, and exchange of information products. 

DON INPO administers the DNHN ensuring that adequate Information System resources are available to support all users.  During the past eight months, DON INPO has closely monitored the utilization of the DNHN “unclassified” LAN online storage disks space (user’s H: drives) and documented disk space utilization growing at an annual rate of 150%.  Industry-wide studies have reported that the average growth rate for online storage is approximately 100% per annum.  At the current rate of growth, the DNHN will exceed available disk resources by the spring of 1999.  DON INPO is pursuing a number of initiatives to meet user data storage requirements for online, near-line and archived data /information.  

In order to meet user requirements within the fiscal constraints of DON INPO’s budget the following policies and guidance for resource use and administration are established.  The purpose of these policies is to maintain resource availability while encouraging responsible use and conservation.  By establishing these policies, DON INPO can plan for: 

· New technology 

· New functionality requirements

· User account growth

· Fiscal constraints

Since the DNHN is approaching completion of the migration to a Microsoft Windows NT back office environment, the guidance and policies are based on the use and functionality of Windows NT / 95.  The DNHN Data Administration and Resource Management Policy addresses the following areas:

· Disk Space Management

· File Management

· Data Backups

· Inactive User Accounts

· Data Archiving

· Alternative Storage Methods

1.2.
Compliance with Federal Records Management

These policies are not intended to support any requirements associated with Federal Records or Document Management Systems.  Responsibility for complying with these requirements rests with the DNHN user.

1.3
Waivers

Waivers to these policies will be reviewed on a case-by-case basis.  The first part of the review process will be to assess the specific requirements not currently covered by these policies and/or future amendments.  Requests for exceptions to this policy should be sent to the Director of DON INPO.  Because of the current limitations to server disk drive online storage space and the availability of alternative storage media, waivers will be the exception rather than the rule.

2.
Disk Space Management


2.1
Overview

Disk space quotas are established to manage physical disks space limitations associated with User Accounts (personal mailboxes, folders, and “H” drives), Organizational Shared Areas (public folders and O: drives) and Application Shared Areas (“O” drives).  It is important to clarify that when MS Exchange is discussed we are referring to the back office application residing on mail servers.  Outlook 98 references the client application on the user’s desktop. 

2.2
User Accounts

Each DNHN User Account has disk space allotted to it through its Exchange e-mail account and personal Home (H:) drive.  The current capacity  limitation established for Exchange e-mail accounts is 30 Mbytes.  When an e-mail account reaches 20 Mbytes, the Exchange System will send system generated warning messages indicating that the User’s account has exceeded the warning threshold.  At 30 Mbytes, the e-mail account  is automatically prohibited from sending  messages until the disk space utilized is reduced below 30 Mbytes.  E-mail accounts are still permitted to receive incoming e-mail to ensure that users do not lose any messages. 

To alleviate problems associated with  the imposed e-mail limitation, users can either delete e-mail messages or move them to an Outlook 98 “personal folder” which will store data outside of the Exchange e-mail mailbox system (eg. on either the H: or C: drive, as the user specifies.).  Messages stored in personal folders can be compressed and archived to free up space using features in the Outlook 98 client.

The disk space quota established for the User’s Home (H:) drive is set at 50 Mbytes.  The limit is based on the 3500 user accounts on the unclassified network.  An allottment of  50 Mbytes equates to 175 gigabytes of storage capacity which represents 80% of the total disk space capacity of the DNHN Unclassified servers.  The 80% threshold was selected to prevent server performance degradation experienced when an excess of 85% of storage capacity is in use.  The Unclassified model is extended to the 1800 users of the Classified DNHN.

Users approaching the 50 Mbytes limit shall move / delete / compress  files and / or consider the alternative storage options outlined in section 6.0 and 7.0 on Archiving and Alternative Storage Methods.

2.3
Organizational Shared Areas

Disk space limits have been established at 30 Mbytes per user assigned to Organizational Shared Areas or O: Drives.  For example, an organization with 100 personnel would have 3 Gbytes of organizational storage made available.  DON INPO encourages the use of O: Drives as the means to: 

· Increase information sharing among the DNHN user base 

· Eliminate duplicated files being maintained within multiple user accounts

· To reduce the demand on H: drive resources.

All DNHN User accounts are enabled with the default privilege to create folders, read, and write files to the Organizational Shared Area (O: drive). 

2.4
Application Shared Areas

DON INPO recognizes the need for disk space for organizational applications and /or groupware products.  To effectively administer these requirements, DON INPO encourages the practice of establishing and using Application Shared Areas within the Organizational Shared Area to separate an organization’s requirements from individual user’s needs. Through the establishment of Application Shared Areas, DON INPO will be able to set specific disk space quotas to satisfy the functional requirement, assist in any application performance assessments, and provide an easier approach to transitioning application support personnel. 

2.5
Action when a DNHN server reaches the 85% limit.

Whenever a file server reaches a disk utilization level of 85 %, DON INPO will provide the affected Automated Data Processing Site Security Officer (ADPSSO)s with disk utilization reports identifying all users exceeding the 50 Mbytes limit. Users exceeding the 50 Mbytes limit will have a 5 working day grace period to reduce their files.  Since failure to reduce the amount of disk space being utilized could result in the file server degradation, if action is not taken by the user DON INPO will reduce H: drive files size through deletion and archiving actions.  Failure of DON INPO to do so would create a situation where all users may not be able to save work or create new files.  Files will deleted in accordance with the criteria established in section 3.0, remaining user files will be placed in archive storage beginning with the oldest file access date until the 50 Mbytes limit is reached.  

3.
File Management 


3.1
Summary

Home Drives and Organizational Shared Areas on the DNHN file servers provide users with a secure location to maintain the data files.  Users should only store data files on their H: drives, which are supported by, licensed application software.  Application software (e.g. executables) is maintained on the user’s local C: drive or organizational O: drive and is prohibited from being installed on the user’s H: drive.  DON INPO has the administrative responsibility to ensure that all of the users’ data files residing on the DNHN message and file servers are secure and backed up daily.

4.
User Data Files 


4.1
Summary

The functional objectives of the user’s H: drive is to provide a secure location to maintain working files and to ensure that data files are located in space that is backed up daily.  To achieve these objectives, users should only store application related data files on the H: drive.  Good user file management helps in administering network related software licenses, reducing disk space usage, and reducing the amount time required to accomplish the system and file backup operation.

Organizational approved application software, usually designated with “EXE” and “DLL” file type extensions, shall not be installed in the user’s H: drive space.  Prior to installing application software on the Organizational Application Shared Area or local C: drive users shall contact DON INPO for recommendations on the best installation approach and an assessment of its potential impact on DNHN resources and systems operations. 

4.2
Action on user data files

If the ADPSSOs and their users have not been successful in freeing up enough disk space to prevent the degradation of a file server then DON INPO will begin removing unauthorized software and non-critical files (i.e. file extensions EXE, DLL, MPG, etc. on H: drives) from the effected file server.  If removal of unauthorized files does not achieve the 50 Mbytes limit, additional files will be moved to archived storage beginning with the oldest activity dates.  The removal of any unauthorized software from a user’s H: drive will be documented by DON INPO.

5.
Data Backup 


5.1
Summary

As part of its DNHN administrative responsibilities, DON INPO performs regularly scheduled backups to ensure several levels of recovery for both the DNHN systems and users’ data files.  The backup process captures the file server’s C:, D:, E:, and F: drives, users’ e-mail accounts and H: drives, and organizational O: drives. 

Note: Users local C: drives are not backed up!  Critical files stored on local C: drives should be backed up to the network or on removable media (jazz, zip, floppy). 

5.2
Backup Schedule

DNHN system and file servers are backed up regularly.  Monday through Friday the backup is processed as “incremental.”  Incremental backup contains only those files that have been updated and /or created since the last backup.  Full backups are completed weekly, on Saturday, and consist of copying all files residing on the system at the time of the backup.  The Exchange e-mail system operates as large database file that is updated daily hence the e-mail system undergoes a complete backup every day. 

5.3
Backup Retention Periods

Magnetic tapes are the storage media used during backups.  The daily (Incremental) backup tapes are retained for two (2) weeks before they are recycled.  Weekly (Full) backup tapes are retained for 4 or 5 weeks (depending on the number of Saturdays in the month) before they are recycled.  The “First” weekly backup of each month is retained indefinitely.

5.4
Data File Restoration

DNHN users may require that a deleted or corrupted file be restored to a previous version or specific date.  DON INPO provides this service within the capability of the backup schedule and retention period.  File restoration may be accomplished by contacting the DNHN Help Desk and initiating a service request (opening a help ticket).  DON INPO’s goal is to satisfy “file server” data restoration requests within 48 hours.  Emergencies (less the 48 hours) must be referred directly to the INPO’s Deputy Director for Operations and Maintenance.  Requests for Exchange e-mail account restoration must be made directly to the INPO Deputy Director for Operations and Maintenance.  Due to the extensive size of the Exchange Database, restoration of email accounts is both time consuming, complex and resource intensive.  Restoration times will vary due to resource availability.  Users can mitigate this situation by storing critical e-mail messages in personal folders (.PST files) located on either their H: drive (backed-up daily by DON INPO) or C: drive (requiring the user to back-up the data).  Refer to Outlook 98 Help for instructions on creating personal folders.  

Note: Personal Folders files residing on the H: drive will count against the 50 Mbytes maximum.  Judicious use of compression and archiving of personal folders is suggested.

6.
Inactive User Accounts 


6.1
Summary

Inactive user accounts consume limited DNHN resources and pose a network security threat.  Periodically, DON INPO will review the activity of user accounts to identify inactive accounts, defined as any account that has not been successfully accessed within the past 90 days.  DON INPO will screen the DNHN on a monthly basis and disable all inactive accounts.  DON INPO will provide a list of all disabled accounts to the respective ADPSSO.  The ADPSSO is responsible for reviewing the list and for providing feedback to DON INPO on account disposition within 5 working days.  Failure by ADPSSOs to respond within 5 working days, with specific guidance as to the disposition of the accounts, will result in the inactive accounts and their associated resources, being deleted from the system.  Prior to removal, an inactive account will be backed up to tape for later restoration as required.

7.
Data Archiving 


7.1
File Archiving Strategy

DON INPO is implementing a multi-tiered approach to meeting user needs for data storage and archiving.  There are numerous technical and functional requirements associated with any storage strategy implementation as well as requirements related to Document Management and compliance with Federal Records Management.  DON INPO is pursuing a multi-tiered approach as the means for satisfying the long-term storage and retrieval requirements for the DNHN enterprise.

The first tier is referred to as “on-line” storage.  On-line storage consists of the physical disk space associated with H: drives, Organizational Shared Areas and Application Shared Areas (O: drives), and Exchange accounts.  DON INPO views the information located on this tier’s media to be highly active, incurring high maintenance costs and having a utility value of 6-months.  

The second tier within this approach is “near-line” (a.k.a. HSM, hierarchical storage management).  HSM utilizes high density, re-writeable magneto-optical technology that is capable of storing large volumes (1.8 Terabytes) of data for indefinite periods of time.  While the HSM system does experience slower access times (latency in seconds rather than milliseconds) it reduces overall network maintenance costs.  The information stored in “near-line” storage is projected to reside there for 2-4 years.  Near-line storage is complemented by the magnetic tape backup system used for disaster recovery and file restoration.

The last tier of the data storage strategy is “off-line” storage.  This tier will employ a write-once read-many type technology for long term indefinite storage of historical data.

7.2
“Near-line” Storage Policy

DON INPO will be implementing HSM “near-line” storage technology that will increase the overall total storage space available for DNHN users.  The implementation of this technology will include introducing file management utilities, which will regularly search the “on-line” storage for candidate files that will be migrated to the “near-line” storage media.   Criteria for migration is to be determined at a later date, but will have a basis in last time the file was accessed.  For example, a criterion might be files not accessed in the last 180 days.  Criteria for archiving will be based on user input and network requirements.

Once a file has met the criteria for “near-line” storage, it is then automatically copied to the HSM and then removed from the “on-line” storage.  Files that have been moved from “on-line” to the “near-line” storage are replaced with small (1Kb) “pointer” files that direct the requesting system/applications to retrieve the file from the HSM.  This retrieval process will be transparent to the user but will take longer than normal to accomplish. 

7.3
Archived Data Compatibility

As data files are migrated and stored on the various types of archival media, there exists the potential for the original application software being upgraded or replaced entirely by another vendor’s product which is not backward compatible with the original archived data.  Because of the inability of DON INPO to monitor or plan for this situation, it is the responsibility of the user to manage compatibility between archived data and the application software.  When incompatibilities between data files and application software are discovered, DON INPO will work with the user(s) to place a copy of the creating application software in a shared area to help facilitate the conversion process.  

8.
 Alternative Storage Methods 


8.1
Summary

Beyond the DON INPO data network storage strategy users have several additional options to incorporate the use of alternative storage devices into their daily activities.  The decision to implement should consider the pros and cons regarding the volume and volatility of the data, potential or requirements for sharing the data, backup requirements, and the maintenance costs.  Presented below are several options to consider.  Data backup and recovery for alternative storage devices is the users responsibility.

8.1
User Local C: Drives

The C: drive is probably the easiest and most convenient option to select.  The standard workstations issued by DON INPO have between 1.2 and 2.5 gigabytes of hard disk space.  This space is normally configured to store the standard suite of office application software and the associated network and device drivers.  The remainder of this space is available for use by the DNHN user.  Other than its convenience, using this space has faster data access time, negligible maintenance costs, and will allow the user the ability to work off-line in the event of a network outage. 

Note:  As a reminder information stored on the C: drive does not get backed up during the daily DNHN backup process.  

8.2
Re-Moveable Storage Drives

The demands being brought on by the ever-increasing data storage requirements have resulted in the industry providing an array of solutions.  One area of this solution is high-capacity diskettes or Re-Moveable Storage Drives.  Some examples of these devices are IOMEGA’s ZIP and JAZ drives, SyQuest or LS-120 SuperDisk.  In addition, CD-ROM technology providing both write once and re-writeable capabilities are available.  The ease of use of re-moveable storage device makes it very convenient for users to store, backup and transport, large volumes of data at their desktop.  The user will need to establish some media management practices, as well as, understanding the basics of data file backup and recovery utilities.  Users, who require the use of a re-moveable storage device, may forward a request through the DNHN Help Desk.  Users must provide sufficient justification for the device and expect it to be validated by OPNAV or SECNAV requirements officers.
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