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Legacy Application Engineering

 Review QUESTIONNAIRE


Date: 28 January 2002

Base:  National Capitol Region – Pentagon, Crystal City, Washington Navy Yard

Claimant: Chief of Naval Operations

Department: Navy

Application Name: HQWeb Tools (based on Lotus Domino Enterprise Server R5)

Acronym: HQWeb, FlagSESWeb, Retired FlagWeb, and QuickPlace websites

Version: Domino Enterprise Server R5 Version 5.0.6a

Is the system connected to a classified Network?   FORMDROPDOWN 

Executable File Name and Path: …...http://usn.hq.navy.mil, http://usn.hq.navy.mil/flagsesweb, http://usn.hq.navy.mil/retiredflagweb, http://quickplace.hq.navy.mil

The contents of this form will be considered SENSITIVE once completed.

Controlled distribution and password encryption is required.
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1 Executive Summary

1.1 Purpose

The transition of legacy applications to the Navy Marine Corps Intranet (NMCI) environment is central to successful implementation of NMCI.  The NMCI Legacy Application Transition Guide (http://www.eds.com/nmci/legacy_applications/transition_guide.pdf ) defines the process in which legacy applications are migrated to NMCI.   This document begins by defining a legacy applications as “an existing customer software application that is not included in the NMCI standard seat services or the CLIN 0023 catalog”.

The purpose of this questionnaire is to collect information about an application or system that will be migrated to NMCI.  The collection of this information is conducted as part of the engineering complexity review.  The engineering complexity review (Tier 2) is a combined process accomplished on site by the application owners (POR, CDA, and/or PMO) and the Information Strike Force (ISF) Site Solutions Engineering (SSE) Team.  The application owner is responsible for providing  information to the ISF SSE Team regarding their application.   This questionnaire is used to identify the type of information required in order to accomplish the following goals:

· Develop an understanding of the use and complexity of the application/system for a particular base or claimant and Marine Corps organization in order to prepare the application for transition to NMCI

· Gather and provide the information required by the Security Working Group (SWG)

· Identify those applications that are complex enough that warrant a Tier 3 engineering review.

The questions that are contained within this questionnaire have been thoroughly reviewed by multiple organizations of the Navy, Marine Corps, and ISF.   These questions are strictly designed to help understand the operation of the application.   The responses to these questions will be used in analyzing the applications interface requirements and how to best transition the application to NMCI.    Accuracy of this information is essential to the successful implementation of the application/system into the NMCI architecture.   

1.2 Issue Resolution

The ISF SSE team is responsible to assisting the application owners in providing the information in this questionnaire.   If there are any questions regarding the content of this document, those issues should be directed to the ISF SSE team.  

1.3 Software Distribution Guidelines


NMCI is enforcing Navy and Marine Corps security policies through Active Directory Group Policies and desktop lockdown.  Active Directory locks down the NMCI desktop using Group Policies.  Software installation, configuration and updates are handled by the ISF using Novadigm Radia.  No other distribution methods are allowed.  NMCI users will not be permitted to install software.

1.4 Document Format

For ease of data entry, this document is a ‘form’, containing tabbing and drop-down entry fields.   In order for this form to function correctly, the document must be in ‘form’ mode.  If ‘form’ mode is not activated when you open this document: 

· right mouse click in the menu bar area

· select ‘Forms’ 

· then click the ‘pad lock’ icon in the Forms tool bar. 

This locks the document from being edited and turns on the ‘form’ behavior.

This document has provided several tables for ease of data entry.   In many cases, an example of the data has already been placed in the first row of the table.   This data is identified by Bold, Italics.   Please do not use this font format on your data entries.

Many of the data entries contain drop down selections.  Every effort has been made to pre-determine the possible choices.   If one of the choices does not apply, an option of other is provided.  If other is selected, please provide details as to the use of that selection.

Occasionally throughout this document, a response to a question will allow for the skipping of subsequent questions.   This is generally identified by the instructions:   If no, please go to: <new section> .    Using the mouse and clicking on the <new section> text, will automatically place you at that section.

1.5 Additional Sources of Information

During legacy application migration, the following sources of information will be beneficial:

· EDS NMCI web page - www.eds.com/nmci
· CLINS are under “Services”

· Loads of informative documents under “making the transition”

· “faqs” informative reading

· Legacy Application Transition Guide -  http://www.eds.com/nmci/legacy_applications/transition_guide.pdf
· Legacy Application Security Working Group Process Document

· NCAP

· IA Publications including 5239 series www.infosec.navy.mil
2 Contact Information 

2.1 Who is (are) the application sponsor(s) – (Program Office of Record)?

Name:

OPNAV Chief Information Officer, OPNAV N09BC


Telephone:
(703) 602-5124

E-mail:

opnavcio@hq.navy.mil

Command:
Chief of Naval Operations (OPNAV)

Office Code:
N09BC

2.2 Who is (are) the application program manager(s) of record (Program Management Office)?

Name:

OPNAV Chief Information Officer, OPNAV N09BC


Telephone:
(703) 602-5124

E-mail:

opnavcio@hq.navy.mil

Command:
Chief of Naval Operations (OPNAV)

Office Code:
N09BC

2.3 Who is (are) the application developer(s) (Central Design Activity/Agent)?

Name:

OPNAV Chief Information Officer, OPNAV N09BC


Telephone:
(703) 602-5124

E-mail:

opnavcio@hq.navy.mil

Command:
Chief of Naval Operations (OPNAV)

Office Code:
N09BC

2.4 Who is (are) the application administrator(s)?

Name:

Mr. Steve DeWeese

Telephone:
(703) 855-2034

E-mail:

deweese.steve@xsystemsinc.com

Command:
X.Systems Inc.

Office Code:
     
2.5 Who is the primary application user at this location? (The individual most knowledgeable about the application.)

Name:

Mark A. Murphy, CDR USN

Telephone:
(703) 602-5131

E-mail:

Murphy.mark@hq.navy.mil

Command:
OPNAV

Office Code:
N09BCC

2.6 Who is the DNS Administrator?

Name:

EDS Corporation


Telephone:
(703) 742-1809

E-mail:

helpdesk@hq.navy.mil

Command:
NA

Office Code:
NA

2.7 Who is the site DAA?

Name:

Mr. John La Raia

Telephone:
(202) 433-1053

E-mail:

laraia.john@hq.navy.mil

Command:
Under Secretary of the Navy

Office Code:
AAUSN

2.8 Who is responsible for help desk activities?

Name:

RGS Associates

Telephone:
(703) 769-5850

E-mail:

fred.raley@rgsinc.com

Command:
NA


Office Code:
NA

3 General Information 

3.1 Is the individual(s) completing this form an application user, CDA or both?

 FORMCHECKBOX 
  User   FORMCHECKBOX 
  CDA   FORMCHECKBOX 
   Both    FORMCHECKBOX 
  Other:

If other, please provide:

Name:

     
Telephone:
     
E-mail:

     
Command:
     
Office Code:
     
3.2 Provide a general description of the application.

Navy HQWeb Tools (unclassified) is a collection of web-based applications that include: 

-HQWeb, an intranet and Internet site used by members of the staff of the Chief of Naval Operations (OPNAV Staff).  

-FlagSESWeb, a private set of web tools for U.S. Navy Flag Officers (admirals) and members of the Department of the Navy Senior Executive Service (SES).

  -Retired FlagWeb, a private set of web tools for retired U.S. Navy admirals

   -QuickPlace websites,  invitation-only websites managed by members of the OPNAV Staff for a variety of projects and workgroups.
3.3 Is this application simple or complex?

 FORMCHECKBOX 
  Simple  FORMCHECKBOX 
  Complex   FORMCHECKBOX 
   Unknown

3.4 Is this a joint service application?  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown
If yes, please identify: 

 FORMCHECKBOX 
 Army  FORMCHECKBOX 
 Air Force  FORMCHECKBOX 
 Navy  FORMCHECKBOX 
 Marines  FORMCHECKBOX 
 Other: Please describe:      
3.5 Do foreign nationals use this application?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown

If yes, please complete section 4.12.

Is this a Legacy System, example POR (program of record) or umbrella?  (NALDA, MODMIS, V22, (s)AME)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown

If yes, please list complete sections 7.6.2 and 7.8.6.

3.6 Does the system modify a COTS application?  
 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown
If yes, identify the COTS application name:

Lotus Enterprise Server R5

3.7 How old is the system?

· 1 Year

· Is the application scheduled for retirement? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown

If yes, then please provide the schedule retirement date.       
3.8 What individuals are involved with the use and/or maintenance of this application? (E.G.  Military, Contractors, etc…)

	Name
	Role
	Department
	Email Address

	Harry Craney
	Contract, finance, management
	OPNAV CIO
	craney.harry@hq.navy.mil

	Mark Murphy
	technical management
	OPNAV CIO
	Murphy.mark@hq.navy.mil

	Steve Deweese
	Contractor
	X.Systems, Inc.
	deweese.steve@xsystemsinc.com


3.9 Where are the users located? 

	Location Name
	Building
	Application Version Level
	Date of next scheduled upgrade
	Number of Users 
	Percent of Total

	Naval Facilities in the National Capitol Region
	Various
	4.07
	Unknown
	2500
	75%

	General Public
	NA
	4.07
	Unknown
	Unknown
	25%


3.10 Is this a standalone application that does not require any network connectivity?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown

3.10.1 The following questions relate to how the application is released.

3.10.1.1 How often are the releases? Continuous, as a web-based product, site changes are made on a continuous basis.  New site capabilities are checked against the browser version in use on the OPNAV staff.

3.10.1.2 How are releases communicated? On the site, through email, and through Content Manager training

3.10.1.3 What version of the software are you running? Domino Enterprise Server R5, Version 5.0.6a

3.10.1.4 When is your next scheduled upgrade? Unknown

3.10.1.5 How are upgrades applied?

Please describe:

Upgrades are first applied to a development server, tested, and then moved to a production server.

3.10.2 Describe the procedure for installing/configuring the client software?

The only client software for system users is a web browser which, for Navy customers, will be installed and configured by the NMCI Contractor.  The Lotus Administrator and / or Notes client is used only by site administrators (approximately 10) and is loaded and configured by the contractor (X.Systemsinc.com)

3.11 Is this application currently operating on a dedicated workstation that is used by more than one individual? (kiosk)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
   Unknown

If yes, are there plans to replace it and make it a network-centric application?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

3.11.1.1 If yes, what is the solution based on?

     
4  Security Questions

4.1 Does the application have a current security accreditation? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

Please explain:

     
4.1.1 If no, does the application have a current Interim Approval to Operate (IATO)? Please explain:

Yes

4.1.2 If yes, when was it dated? 20 September 2001

What command or agency signed the accreditation letter? Office of the Under Secretary, Department of the Navy

Please explain:

Mr. John H. La Raia, Assistant for Administration accredited the Department of the Navy Headquarters Network (DNHN) of which the HQWeb Tools is a subset.

4.2 Does the application have a System Security Authorization Agreement (SSAA), based on the DITSCAP?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If yes, when was it dated?      
Please explain:

Application is in progress

4.2.1 If no, does the application have a security operator’s manual, or security user’s manual, or security technical manual or security concept of operations manual, or security description document?

Yes

Is the application and/or system compliant with CNO Navy/Marine Corp. Firewall Policy?  (available for viewing at infosec.navy.mil)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.2.2 If no, explain all non-compliant issues:

4.2.3 Does the application currently pass through any local firewalls? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.2.3.1 If yes, please provide firewall type (including version) and location:

DNHN Firewall operated by the ISF, Washington Navy Yard

4.2.4 Have you applied for, or are you in the process of applying for, permission for the application to pass through any firewalls?  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.2.4.1 If yes, please explain:

Port 1352 is open for site administration across the DNHN firewall.  This service was permitted with a business case justification

4.2.4.2 If no, please begin the process by contacting:

Mr. Ed Burr, SPAWAR PMW-161, 619-524-7519, burre@spawar.navy.mil
Mr. Terry Danner CNO Staff N64331, 703-601-4757, danner.terry@hq.navy.mil
4.3 Does the system currently use a VPN or other form of tunneling device?  
 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.3.1 If yes, please list type and version: Please explain how employed:

Server to server tunneling between 164.224.208.74 and 164.224.120.16 is used to enable data replication and administration. 

4.4 Does this application or system have a dedicated connection to an outside network? (i.e.  T1, ISDN, or ISP)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If yes, please list type and how employed:

     
4.5 Does the application or system hosting the application currently use any data protection algorithms, services, or products (e.g. SSL, SSH, PGP)?  

4.5.1 Please define which and explain how employed:

SSL is used on the “outside the firewall” servers.  All Domino replication and administration traffic (port 1352) is encrypted using Domino’s built-in encryption.

4.6 Does this application interface with a classified application? 

Please explain:

No

4.7 Does the client or server hosting this application use, store or process classified data, privacy act data, unclassified sensitive data, personal data, or proprietary data? 

Please explain:

Yes, HQWeb tools host privacy act data and personal data such as home address and staff photos.

4.8 What local base security certifications do your servers and/or applications hold? (e.g., GRASP is a local security scoring process used at NAS China Lake.)  

Please explain:

None

4.9 Is this system a member of a Community of Interest (COI)?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.9.1 If yes, please explain:

     
4.10 Do you foresee a need to be a COI member?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.10.1 If yes, please explain:

     
4.11 Foreign Nationals

Describe any Foreign National Access, to include Integrated Officers (Foreign nationals in US positions): 

· having physical access to areas where workstations connect directly or indirectly to the site or system

· are users on workstations on a network or subnet connected directly or indirectly to the site or system

· are users on workstations on a separate network connected directly or indirectly to the site or system

The public portion of HQWeb can be accessed by anyone with Internet access.

4.11.1 For all listed in section 4.12.1, is there Joint Staff Approval?  (Mandatory for Contractor, Foreign Connections, Non DoD, Exercises)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
 Not Applicable

An NMCI user will logon to NMCI with a UserID that is different than the current UserID structure.  For single sign on NT domains, it may be more reasonable at this time (until the majority of users are transitioned) to prompt the user for the legacy UserID and Password rather than creating a pass-through security mechanism. Note: Non-windows users may maintain their current sign on mechanism.

4.12 Will changing to the NMCI UserIDs and Passwords affect the application? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.12.1 If yes, please explain (include how easy/difficult this will be):

     
Is the application/system currently using group/common user Ids to access this system? (example:  Multiple users accessing application using the same account and password.)

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.12.2 If yes, please explain:

A small number of group accounts (8) have been established for Navy organizations that contribute content to the site as an organization rather than an individual (e.g., Flag Officer Detailing, Center for Executive Education, etc.)

4.13 Are database permissions set by Network UserID? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.13.1 Please explain:

     
4.14 Are external interfaces sensitive to specific Network UserIDs? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

4.14.1 If yes, please explain:

     
5 Desktop Questions

The NMCI user desktop will be Microsoft Windows 2000 (MS/Win2000).

5.1 Is this desktop application MS/Win2000 compliant?  
 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable

5.1.1 If yes, Please describe process used to determine compliance:

     
The NMCI User desktop will use Microsoft Office 2000 applications.

5.2 Please list all the Microsoft Office applications this application interfaces with (e.g. MSWord, Excel, Outlook, Access) and current version.

	MS Office application
	Version 

	The HTML pages on this site may have MSOffice “attachments” which can be downloaded.
	     


5.3 Has this application been tested with Microsoft Office 2000?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable

5.3.1 Were there any complications?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

If yes, please explain:      
List any needed supporting applications (such as web browsers, ORACLE, PowerBuilder, 4th Dimension)? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable

5.3.2 If yes, please list software and version:

	Application
	Version
	Windows 2000 Complaint
	Process to determine Compliance

	Lotus Developer (actually part of Domino Enterprise Server) used by site administrators
	5.0.6a
	Yes
	Vendor certified software in product description.

	MS Internet Explorer – site users
	5.0 or higher
	Yes
	Included on Gold Disk


5.4 Does the application rely on desktop plug-ins? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable

5.4.1 If yes, please list with version:

	Desktop Plug-in
	Version
	Window 2000 Compliant
	Process to determine Compliance

	
	
	
	


NMCI will use the Reflection Terminal Emulation package for common terminal type emulations (3270, VT100, telnet, etc.).

5.5 Does the system or users use a terminal emulation package? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.5.1 If yes,  please list the terminal emulation requirements.

	Type of Terminal Emulation
	Ports used
	Keyboard Mapping File Name
	Emulation Requirements
	Emulation issues

	     
	     
	     
	     
	     


Does the application install or require any software to be installed on the desktop?  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.5.2 If yes, please describe:

A small number of people (site administrators, approximately 10) need to install Lotus Administrator and / or Notes but the average user needs no client software.  The average user can access the system through a web browser (provided on gold disk).

5.6 Does the application have any specific configuration requirements for operation (e.g. Terminal emulation, web browsers, etc…)? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.6.1 If yes, please describe:

Browser must be installed with the “Just In Time” Compiler to support “real time collaboration” (chat)

5.7 Are there any runtime or interpretive environments (e.g. Visual Basic, Powerbuilder) that need to be available on the desktop? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.7.1 If yes, please describe:

     
5.8 Is all the desktop software available and configurable for standard software distribution? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.8.1 If no, please explain:

N/A

Are there licensing restrictions on the number of installations of the desktop software?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

5.8.2 If yes, please describe:

This is a qualified “yes”.  Although there are no licenses for desktop software, Lotus does require Client Access Licenses (CALs) for Quickplace web access.   The licensing for web browsers is being handled by the ISF.

5.9 How are software upgrades currently handled?  

 FORMCHECKBOX 
 Electronic File Download

 FORMCHECKBOX 
 CD Rom  - For Administrators, users do not require any upgrades other than those to the web-browser (which is controlled by ISF)

 FORMCHECKBOX 
 Email Attachment 

 FORMCHECKBOX 
 Other: Please Explain:      
6 Peripherals Questions

6.1 Please list all peripherals that are used by this application/system.

	Periperal Device
	Vendor
	Connecting Port Requirement
	Required Device Drivers
	Internal or external device
	Location

	Desktop Scanners
	Epson, Expression 1600 pro
	SCSI or USB
	Scanner drivers
	External
	Various throughout NCR


If other, please explain:      
Are there any other specific hardware requirement for this application/system that were not previously identified (e.g.  Network cards, communication cards, etc..)

	Device
	Vendor
	Connectivity requirements
	Device Drivers
	Internal or external device

	     
	     
	     
	     
	 FORMDROPDOWN 



7 Connectivity / Interface Questions

7.1 Client Web Interface Connectivity.

7.1.1 Is the application web-enabled today? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If No:

Are there plans for the application to become web-enabled? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If yes, when?      
7.1.1.1 What technologies are being looked at for the application to become web-enabled?

Please describe:

     
Please go to paragraph: 7.2 Thin Client Connectivity.

7.1.2 Does the application have a security certificate? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable

7.1.3 Does this application require any authentication Technologies?

Please describe: User Name and Password, SSL for public interfaces:  Portions of the site require name and password authentication.  SSL is being implemented. 

If other, please explain:      
7.1.4 Type of Internet Protocol:  FORMDROPDOWN 

7.1.4.1 HTTP: Provide The URL Or IP Address To This Application/Web Server. 
http://usn.hq.navy.mil, http://usn.hq.navy.mil/flagsesweb, http://usn.hq.navy.mil/retiredflagweb

7.1.4.2 HTTPS (SSL Secure): Provide the URL or IP address to the Application/web server. 

User connected to the outside the firewall servers will be automatically redirected to https://usn.hq.navy.mil
7.1.5 Is the server this client connecting to utilizing 128-bit encryption, FIPS 140-1 compliant? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable 

Guidance for FIPS 140-1 can be found at the following URL http://csrc.nist.gov/cryptval/140-1.htm.
7.1.6 Which browser is used? 

 FORMCHECKBOX 
 Internet Explorer (IE) – Version: 5.x

 FORMCHECKBOX 
 Netscape Navigator – Version:      
 FORMCHECKBOX 
  Other – Version:      
If other please specify:      
7.1.7 Is it part of a Corporate Portal? Does this allow access to multiple applications through a single web connection. (i.e. Yahoo, IBM host on demand, NAVY.MIL)  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable 

7.1.7.1 If yes, please explain: HQWeb tools provides access to an organizational directory, shared libraries, and an electronic tasking system.


7.1.8 Does the application depend on mobile code (e.g. JavaScript, Java applets, or ActiveX) components?  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable 

7.1.8.1 If yes, please describe: Relies only on LotusScript
7.1.9 Does the application depend on cookies? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No   FORMCHECKBOX 
  Not Applicable 

7.1.9.1 If yes, type:

 FORMCHECKBOX 
 Persistent (Permanent)

 FORMCHECKBOX 
 Temporary/Session

7.1.10 Who is responsible for the administration of this application? 

Please list if not previously identified.

Name:

Mr. Steve DeWeese

Telephone:
(703) 855-2034

E-mail:

deweese.steve@xsystemsinc.com

Command:
X.Systems Inc.

Office Code:
     Is this application remotely administrated? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.1.10.1 If yes please describe: 

Remotely administered using Lotus Administrator and / or Notes through the firewall (port 1352)

Are there other applications accessible from this same URL? 
 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown 

7.1.11 Does this application use any Hardware/Software Encryption Tunneling Device? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown 

7.1.11.1  If yes, please explain: 

     
7.1.12 Is there any executable code down loaded from this URL?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown 

7.1.12.1 If yes please describe: 

Site members have the ability to post attachments for downloading.  These attachments could include executable code.

7.2 Thin Client Connectivity

Typically thin client connectivity is where the executable portions of the application reside on a centralized server and the user’s PC acts as a “dumb terminal” displaying the data for the user.  One example of a thin client is Citrix Metaframe, another example would be terminal emulation.

7.2.1 Does the application utilize “Thin Client” connectivity? 

 FORMCHECKBOX 
  Yes   FORMCHECKBOX 
  No 

7.2.1.1 If no, please go to paragraph:

 7.3 Thick Client Connectivity.

7.2.1.2 If yes please describe: 

     
7.2.2 What software package does your application use for the thin

connectivity?      
7.2.3 Is the version number of the client different than that of the server? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If yes:

7.2.3.1 How often are the releases?      
7.2.3.2 How are releases communicated?      
7.2.3.3 What version of the software are you running?      
7.2.3.4 When is your next scheduled upgrade?      
7.2.3.5 How are upgrades applied?

Please describe:

     
7.2.4 Describe the procedure for installing/configuring the client software?

     
Are there any specific keyboard mapping requirements? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Not Applicable 

7.2.4.1 If yes, please describe: 

     
7.3 Thick Client Connectivity

Typically thick client connectivity is where the application connects to a server and either uses local data or downloads the data and executes the program locally on the user’s PC.

7.3.1 Does the application utilize “Thick Client” connectivity? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.3.1.1 If no, please go to paragraph:

 7.4 Database Configuration.

7.3.1.2 If yes, please describe: 

Uses a web browser on the client.

7.3.2 What software package does your application use for the thick client connectivity? 

Internet Explorer

7.3.3 Is the version number of the client different than that of the server? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

If yes:

7.3.3.1 How often are the releases? As determined byISF

7.3.3.2 How are releases communicated? As determined by ISF

7.3.3.3 What version of the software are you running? IE 5.5

7.3.3.4 When is your next scheduled upgrade? As determined by ISF

7.3.3.5 How are upgrades applied?

Please describe:

Pushed to the desktop

7.3.4 Describe the procedure for installing/configuring the client software?

     

7.4 Database Configuration

Typically Database applications require configuration files to be configured on the local PC. An example would be: During Oracle Advanced Security Option installation, three .bak files are created: naeet.o.bak, naect.o.bak, and naedhs.o.bak. They are located in $ORACLE_HOME/lib. These files are required for re-linking during Oracle Advanced Security Option de-install. 

7.4.1 Is this a database application? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.4.1.1 If no, please go to paragraph:

 7.5 Other Client Software.

7.4.1.2 If yes please specify: 

 FORMDROPDOWN 

7.4.1.3 If other, please specify: 

     
7.4.2 What software package does your application use for the database client connectivity?  (example would be jinitiator)

      
7.4.2.1 What version of the software are you running?      
When is your next scheduled upgrade?      
7.4.2.2 How are upgrades applied? FORMDROPDOWN 

Please describe:

     
7.4.3 Please list all Database Name References:

	Database Name
	Database Type
	Network Reference

	
	
	


7.4.4 Are there any required database naming files? (E.G. tnsnames.ora) 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.4.4.1 If yes, please list:

	File Name
	File Location

	
	


7.4.5 Do you access any other databases from this PC? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.4.5.1 If yes, please list:

	Database Name
	Database Type
	Application

	     
	     
	     


7.4.6 Are there any enhanced security options enabled? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.4.6.1 If yes, please describe: 

     
What are the procedures for installing/configuring the database on the client?

     
7.5 Other Client Software

To ensure that all client software has been addressed, the following has been provided to cover any other type of software that may be installed on the PC.

Does the application use any other type of connectivity software not previously mentioned?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.5.1.1 If no, please go to paragraph:

 7.6 Application Dependencies.

7.5.1.2 If yes, please describe:

Site administrators (approximately 10) use Lotus Administrator or Lotus Notes to make site changes through port 1352 in the firewall.  Both of these products are part of the Domino Enterprise Server Software package.

If other, please explain: 

     
7.5.2 What software package does your application use for connectivity?

Site administrators (approximately 10) use Lotus Administrator or Lotus Notes to make site changes through port 1352 in the firewall.  Both of these products are part of the Domino Enterprise Server Software package. 

7.5.2.1 What version of the software are you running? 5.0.6a

7.5.2.2 When is your next scheduled upgrade? Driven by Lotus Corp. 

7.5.2.3 How are upgrades applied? Installed by local contractors (X.Systemsinc) 

Please describe:

Upgrades in the administration software is conducted by the HQWeb contractor.  It is primarily installed on computers being used by the contractor and a couple government project managers.

Describe the procedure for installing/configuring the client software?

     
7.6 Application Dependencies

This application maybe dependent upon other applications.   For example,  if this application requires data that is created by application A,  then if application A is transition to NMCI, would there be an impact on this application?

7.6.1 Does this system accept input from or provide input to any other application? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.6.1.1 If no, please go to paragraph:

 7.7 Server Naming Conventions
7.6.1.2 If yes, please describe:

     
7.6.2 Please list all supporting or dependent applications. The table below has been provided for your convenience. 

	Application Name
	Acronym
	Version
	Point of Contact 

	     
	     
	     
	     


Server Naming Conventions

The NMCI infrastructure may require the changing of network references of the system.   In order to facilitate the migration of the application to an NMCI infrastructure,  please provide current information on the following:

7.6.3 Does the application/user access files or directories on the network: 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable 

7.6.3.1 If yes provide total number of users and their location:

	Network Connectivity Type
	Number of Users
	Server Name
	Location

	Windows for Workgroup
	100
	Sample
	Building 21

	 FORMDROPDOWN 

	     
	     
	     

	 FORMDROPDOWN 

	     
	     
	     

	 FORMDROPDOWN 

	     
	     
	     

	 FORMDROPDOWN 

	     
	     
	     


7.6.4 Please list all servers associated with this application/system, the server’s TCP/IP address or DNS name? 
	Servers
	Server Type
	TCP/IP Address
	DNS Name

	Halibut
	Web
	164.224.238.53
	Intranet.usn.hq.navy.mil

	Ucsi2
	Web
	164.224.208.74
	Intranet.usn.hq.navy.mil

	ucsiICM
	Web
	164.224.208.75
	Intranet.usn.hq.navy.mil

	UcsoBBG
	Web
	12.5.16.44
	Ucsobbg.xsystemsinc.com

	Dev01
	Web
	12.5.16.42
	Dev01.xsystemsinc.com

	PowerEdge
	Web
	164.224.120.32
	Usn.hq.navy.mil

	Ucso2
	Web
	164.224.120.16
	Usn.hq.navy.mil

	ucsoICM
	Web
	164.224.120.15
	Usn.hq.navy.mil

	Sametime
	Web
	164.224.120.55
	Sametime.hq.navy.mil

	Quickplace
	Web
	164.224.120.33
	Quickplace.hq.navy.mil


7.6.5 Please list all E-mail addresses used by this application/system?

	E-Mail Address
	Owner

	Opnavcio@hq.navy.mil
	Mark A. Murphy, CDR USN

	helpdesk@rgsinc.com
	Fred Raley


7.6.6 Other references:

     
7.7 Server Operations

7.7.1 Please list  operating system of each server including version, service packs, patches, and hot fixes that were referenced above.

	Servers
	Operating System
	Version
	Service Packs/Patches/Hot Fixes

	Halibut
	Windows NT
	4.0
	6a

	Ucsi2
	Windows NT
	4.0
	6a

	ucsiICM
	Windows NT
	4.0
	6a

	UcsoBBG
	Windows NT
	4.0
	6a

	Dev01
	Windows NT
	4.0
	6a

	PowerEdge
	Windows NT
	4.0
	6a

	Ucso2
	Windows NT
	4.0
	6a

	ucsoICM
	Windows NT
	4.0
	6a

	Sametime
	Windows NT
	4.0
	6a

	QuickPlace
	Windows NT
	4.0
	6a


7.7.2 How do you access the server for administration?  

	Server
	Access Method
	Type of Software used

	All
	Remote - Software
	Lotus Administrator / Notes

	
	
	


7.7.3 For each Web Server please list:

	Server
	Software
	Version
	Next Upgrade?
	Using SSL?
	128 Bit Encryption, FIPS 140-1 Compliant

	Ucsi1
	Domino
	5.0.6a 
	Unknown
	No
	No

	Ucsi2
	Domino
	5.0.6a
	Unknown
	No
	No

	ucsiICM
	Domino
	5.0.6a
	Unknown
	No
	No

	Ucso1
	Domino
	5.0.6a 
	Unknown
	Yes
	Yes

	Ucso2
	Domino
	5.0.6a
	Unknown
	Yes
	Yes

	ucsoICM
	Domino
	5.0.6a
	Unknown
	Yes
	Yes

	UcsoBBG
	Domino
	5.0.6a
	Unknown
	No
	Yes

	Dev01
	Domino
	5.0.6a
	Unknown
	No
	No

	Sametime
	Domino
	5.0.6a
	Unknown
	No
	No

	QuickPlace
	Domino
	5.0.6a
	Unknown
	No
	Yes


Guidance for FIPS 140-1 can be found at the following URL http://csrc.nist.gov/cryptval/140-1.htm.


128 Bit Encryption will be in use between the server and the user through SSL.  Communications between the administrators and the servers is encrypted and passes through port 1352.
7.7.3.1 How are upgrades applied? 

 FORMCHECKBOX 
 Network   FORMCHECKBOX 
  Removable Media   FORMCHECKBOX 
  Other

Please describe:

     
7.7.3.2 Describe the procedure for installing/configuring the server software?

Software is installed initially on the development server, tested, then applied to the production servers

Are you leveraging any identification and/or authentication technologies (e.g. certificates, LDAP authentication, or user ID and passwords)? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown   FORMCHECKBOX 
  Not Applicable 

If yes, please describe:

User ID and password, server certificates for server communications / replication, certificates for user communications (SSL)

7.7.3.3 Does this web server require to be publicly accessed (e.g. outside of the base, NMCI enclave)? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

7.7.4 Describe the procedure for installing/configuring any server software security features. 

Installing / configuring server software security features is conducted in a controlled fashion.  It is implemented on the development server, tested, then applied to the production servers.

7.7.5 Does the application depend on mobile code (e.g. JavaScript, Java applets, or ActiveX) components?  

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

7.7.5.1 If yes, please describe:

LotusScript

7.7.6 Please list any other applications residing on these servers:

	Servers
	Application
	Version
	Owner

	Ucsi1

Ucsi2

ucsiICM

Ucso1

Ucso2

ucsoICM

UcsoBBG

Dev01

Sametime

QuickPlace
	Web Trends Corporation WebTrends Suite For Lotus Domino (Graphical web statistics reporting);
	
	OPNAVCIO

	Ucsi1

Ucsi2

ucsiICM

Ucso1

Ucso2

ucsoICM

UcsoBBG

Dev01

Sametime

QuickPlace
	Symantec pcAnywhere (remote server administration);
	
	OPNAVCIO

	ucsoBBG
	Veritas BackupExec (off-site backup software)
	     
	OPNAVCIO


7.8 Server to Server and Client to Server Communications

7.8.1 Please list all Server to Server and Client to Server Communications.

	Source 

IP Address:

This is the IP address of who initiates the connection
	Source  Location:

Base/Post 

Station of the source.

(e.g. Pax,

Quantico)
	Destination 

IP Address:
This is the IP address of where you are connecting to:
	Destination 

Location:
Base/Post 

Station of the destination you are connecting to. (e.g.

China Lake,

29 Palms)
	URL / 

DNS Name:
(e.g.

www.navy.mil,

www.usmc.mil)


	Protocol: 

(e.g. TCP, UDP, GRE)
	Service Type:

(e.g. FTP, SSH, SQL, Telnet, SMTP, etc.)
	Port

Number
(e.g.

20,21,22,

1521,23

25)


	Encryption Tunneling Device 

(e.g.

shiva,

alcaltel,

Kyperpass,

PPTP,

Cryptek)

	111.11.01.101
	Base A
	222.22.02.202
	Base B
	N/a
	TCP/IP
	FTP
	20, 21
	N/A

	164.224.208.75
	Pentagon, 1D1070
	164.224.120.15
	Pentagon,1D1070
	Usn.hq.navy.mil
	     
	Domino Replication
	1352
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     


	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     
	     


7.8.2 Provide a written narrative describing the purpose of each service type(s) listed in table 7.9.1.  

The server to server communications between 164.224.208.75 and 164.224.120.15  allows for content and directory replication, an server administration across the DNHN firewall.

7.8.3 What software package does this server use to transfer the data to the other server? Lotus Domino Enterprise Server

7.8.3.1 What version of the software is running? 5.0.6a

7.8.3.2 When is the next scheduled upgrade? When available from Lotus

7.8.3.3 How are the upgrades applied? By the contractor

Please describe: Upgrades are applied to a development server, tested, and applied to the application server

7.8.3.4 Describe the procedure for installing/configuring any server software: Upgrades are applied by the contractor  to a development server, tested, and applied to the application server

7.8.4 Are there any other server-to-server communications not previously mentioned? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No 

7.8.4.1 If yes, please describe:

      
7.9 Network Printers

Printers within the NMCI network will have a different naming scheme than currently in use.  

7.9.1 Are there any printer names hard-coded in the application or application scripts?

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

7.9.1.1 If yes, please list all hard coded printer names.

	Printer Name
	Printer Type
	Location
	Device Driver

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


7.10 Remote Users

NMCI users will be dialing into the NMCI dial-up servers.  The TCP/IP address from the NMCI dial-up will be different than is currently used.

7.10.1 Do you anticipate any problems/issues with using NMCI Dial-up?
 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

7.10.1.1 If yes, please describe:

      

7.10.2 Please complete the following table to classify remote users and what connection methods they use:

	Remote Users
	Remote User Classification (Navy, Other Gov, university personnel, contractors, or None)
	Connection Method (dial-up, VPN, Direct Connect, etc.)
	Number of Users
	% Of Total

	Sample Co.
	Contractor
	T1 Line
	1,000
	100%

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     


8 Network Diagram

Network Architecture – All servers and administrator stations are connected to the DNHN (see diagram below) with the exception of ucso2BBG and Dev01.  These two servers are located in Blacksburg, Va and are accessed across the Internet.

· Network Placement – All equipment is local with the exception of two servers (ucso2BBG and Dev01).

· Application Interdependencies – There are communications between the servers but there are no communications with external applications or systems.

· Connection Type – This system uses standard network connections.

· Accreditation Boundary – The local DAA has cognizance over the entire system as portrayed on the Network Diagram below.  (Please note that this does not include the two remote servers located in, and administered from, Blacksburg)


9 PoP in the Box Related Questions

9.1 Who will develop the test plan for testing on the PoP in the Box?

Name:

CDR Mark Murphy

Telephone:
(703) 602-5131

E-mail:

Murphy.mark@hq.navy.mil

Command:
Chief of Naval Operations (OPNAV)

Office Code:
N09BC|

9.2 Who will participate in the PoP in the Box testing?


	Name
	Telephone
	Email Address
	Command
	Office Code

	CDR Mark Murphy
	(703) 602-5131
	Murphy.mark

@hq.navy.mil
	OPNAV
	N09BC

	LTJG James Crowe
	(703) 602-5124
	Crowe.james

@hq.navy.mil
	OPNAV
	N09BC

	Doug Garnett-Deakin
	
	Doug

@xsystemsinc.com
	Contractor
	N09BC

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     


9.3 The following is a list of deliverables that are expected upon the completion of the PoP in the Box testing.

 FORMCHECKBOX 
  Electronic copy of the PoP in the Box Configuration File

 FORMCHECKBOX 
  Electronic copy of the PoP in the Box Debug file for the application

10 Certification-Testing Related Questions

10.1 Who will develop the test plan for this application?  

Name:

Mr. Doug Garnett-Deakin

Telephone:


E-mail:

doug@xsystemsinc.com
Command:
contractor

Office Code:
OPNAV N09BC

10.2 Who will test the application?

Name:

Mr. Doug Garnett-Deakin

Telephone:


E-mail:

doug@xsystemsinc.com
Command:
contractor

Office Code:
OPNAV N09BC

List the software that needs to be loaded in the certification lab for validation of the client-side components in the NMCI desktop. 

	Software Identifier
	Person to Contact
	Contact at (phone number or E-mail address)

	
	
	

	
	
	

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


11 General Transition Questions

11.1 Will user documentation or training materials be affected by the transition to NMCI? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

11.1.1 If yes, please describe:

     
As a reminder, NMCI is being implemented in increments.  Until completed, there will be the situation of some users residing within NMCI and other users outside of NMCI.  

11.2 Do you expect issues during the transition to NMCI? 

 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
  Unknown  

11.2.1 If yes, please describe:

     
11.3 Are there any additional comments related to the transitioning of this application?

In summary, there should be very little impact on the user.  The only user requirement beyond basic browser services is ensuring that the browsers are installed with the “Just in Time” compiler so that it will support chat.  The key issues of coordination is making sure that the servers continue to communicate with each other for content replication and that administrators can access the servers from their NMCI seats.

11.4 Any recommendations for process improvements.

     
12 Appendix A –Terminology

The following is a list of terms that are used throughout this questionnaire.   

Application:

Simple Application:  Unoffically, an application (COTS or GOTS) which runs on a desktop and does not have interdependencies with other applications.  (Example, MS Word, Power Point, Excel, Flat Files)

Complex Application: Unofficially, an application (COTS or GOTS) which runs on the desktop or server and has some interdependencies on other applications.  (Example: Client to Server applications, database systems, thin client, thick client, systems communicating over LANs, BANs, and WANs)

Application Interdependencies – as defined is an interface that an application has with any other application.   This includes client to server and server to server dependencies.

Application Owner – as defined in the context of this document could be any one of the following:

· The Program Office of Record (POR) for development of a system/application, describing automated information system acquisition programs (ex. GCCS-M, ADNS, DMS, etc.) having a Navy budget line. Use in this document is consistent with Navy IA Pubs

· The Central Design Activity/Agent (CDA) organization designated to design and develop software

· The Program Management Office (PMO) providing life cycle management to the system/application

“As-Is” Legacy Network: Existing DoN non-NMCI networks including backbone components.  Typically, this is where Legacy Applications and Systems reside.

Boundary 1 (B1): Suite of network security components configured to provide perimeter security at the six NMCI NOC(s) connecting NMCI to the NIPRNET and SIPRNET.

Boundary 1 Firewall Policy: Firewall policy implemented on B1.   It is the Navy-Marine Corp. NIPRNET Firewall Configuration Baseline as part of the Navy-Marine Corp. NIPRNET Enclave Protection Policy, available for review at infosec.navy.mil.

Boundary 2 (B2): Suite of network security components configured to provide perimeter security at local sites connecting NMCI to legacy networks.

Boundary 2 Firewall Policy: Firewall policy implemented on B2.   Specific to validated operational requirements between local “Trusted Enclaves” on NMCI and the local “As-Is” Legacy Network.

Boundary 3 (B3): Community of Interest (COI) separation from non-COI members within NMCI.

Boundary 4 (B4):  Security Architecture providing server and desktop security.

Transport Boundary (TB):  Suite of network security components configured to provide wide area network transport security.

Classification – Classification refers to the military status of this application.  Is the application classified on un-classified.

Client Software – Refers to the software used on the client to access the application.   For example, browsers, terminal emulation, or thick client.

Connection Type – Refers to the method in which the application or users are connecting to the network.   Examples would include dial-up, TCP-IP,  or DNS name servers.

Encryption – Encryption that is used to protect unclassified within a computer system.   This document asks specific questions related to the encryption compliance of the application.   More information regarding the encryption requirements can be found at: http://csrc.nist.gov/cryptval/140-1.htm
ISF Site Solutions Engineering (SSE) Team – (with the assistance of the Application Owners are responsible for:

· The collection of application information that will allow the IA Tiger Team to properly evaluate the application.     Information is collected during the SSE Tier 2 process and is then compiled into a SWG package for review.   

· Providing this information to the SWG Facilitator for distribution to the IA Tiger Team.   

· Making sure that the Application Owners are aware of when their application is scheduled for review. 

· Distribution of Transition documents to Application Owners for verification

· Obtaining signoff of the Transition documents

Legacy Application (LegApp):  Basically, any application (COTS or GOTS) not already provided under the NMCI standard desktop suite of applications or server services.   A LegApp can be simple or complex.

Legacy Application Security Working Group (SWG): A working group made up of Information Assurance (IA) professionals from the DoN and ISF that review legacy applications.   These reviews are conducted every week with the Legacy Application Program of Record (POR), Central Design Authority (CDA), users (Site personnel), ISF Site Solution Engineering teams, and other concerned personnel.

Legacy System: Unofficially, a collection of LegApps assembled to execute a function or task and includes hardware.

Mobile Code Requirements – Mobile code is software that enhances cross-platform capabilities, sharing of resources, and web-based solutions.   Examples of mobile code include Java Code, Java Script or ActiveX.  The DoD Mobile Code Policy defines the categories of mobile code and provides criteria for use within DoD.  The policy can be found at the following link:  

http://www.c3i.osd.mil/org/cio/doc/mobile-code11-7-00.html
Network Architecture –  A detail network topology diagram that demonstrates the network connectivity of the system.

Network Placement – Detail diagram that demonstrates where the servers/clients reside in relation to other network devices.   If a determination can be made on the function of the components, this should be included.  It is important to understand which system components are local and which are remote.  This will also include data on component IP addresses and host names.

NMCI Certified: An abbreviated definition:   A label given to Legacy Applications that ISF has tested and found to be compatible with Windows 2000, NMCI Desktop Security, and which can be centrally distributed using NMCI Centralized Management Tools.  This is not the same as DoD Certification and Accreditation (DITSCAP).

NMCI Connection Approval Process (NCAP): Guidance provided to DoN for gaining accreditation of legacy applications and interim approval to connect to NMCI.

NMCI Connection Approval Review Panel (NCARP): Panel of IT/IA professionals who assemble to review legacy application packages on behalf of NMCI DAA for connection approval recommendations to Commander naval Network Operations Command (CNNOC).   Members include Naval Network Operations Command (NNOC), CNO N643, PMW-161, USMC, IATT, site representatives, and ISF in an advisory role.

NMCI Tier 1, Tier 2, and Tier 3 LegApp Reviews:  Basically, the completion of LegApp questionnaires and meeting designed to fully understand the design, communication requirements, and security impacts of Legacy Applications on NMCI.

Ports - Ports are used in network communications that cross boundaries/firewalls

Protocols - Protocols used by the application for communication with other systems. (For example, TCP/IP )

Services –  These are network communication services that ware used by the application/system.  Examples include, FTP, Telnet, and smtp.   For each service identified the following information is required:

· Port

· Protocol

· Whether the connection is inbound, outbound, or bi-directional.   

· Is the communication for local (e.g. inside the firewall) connections, remote (e.g. external to the firewall) connections or both. 

Software version – The version of the application including information on patches that have been applied. (e.g. Oracle 8i, UNIX Version, System Utilities etc.)  
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