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MEMORANDUM FOR DISTRIBUTION 

Subj:  HQWEB ACCOUNT POLICY

Ref:   (a) ALNAV 058/02

       (b) 5 U.S.C. 301, Departmental Regulations and E.O. 

           9397 (SSN)

1.  The September 11, 2001 terrorist attack on the Pentagon reinforced the requirement for an up-to-date recall roster for notification and accounting of all OPNAV personnel.  In the event of workplace emergencies the ability to rapidly and accurately determine the status of staff personnel is of paramount importance in search and rescue situations as well as post event staff reconstruction.  The HQWeb Recall Roster is the authoritative source of recall information for OPNAV personnel. 

2.  To ensure a reliable information resource, all OPNAV Staff members are required to obtain and maintain an unclassified HQWeb account.  Directorate front offices, in coordination with their HQWeb Content Managers, are responsible for ensuring the addition and removal of personnel from the HQWeb directory as part of check-in and check-out.  Once the directorate Information System Security Officer (ISSO) obtains an unclassified network account and email address for a new staff member, they can be added to HQWeb.  The new user will automatically receive an email message with login instructions.  The person is then responsible for maintaining individual recall information in the HQWeb database using self-service forms.  Assistance is available through the HQWeb Help Desk at (800) 420-7302 or helpdesk@rgsinc.com.  A list of HQWeb Content Managers is available through a link on the main page of HQWeb (http://usn.hq.navy.mil).

3.  For the purposes of this effort, the OPNAV staff is defined as military or civilian personnel (including contractors) who either work in an OPNAV N-coded billet or work in OPNAV-controlled spaces.  All Directorates shall update the unclassified HQWeb directory to accurately reflect their staff by 15 November 2002 and report this action to LTJG Will Parks (parks.William@hq.navy.mil).  Personnel who have transferred and 
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are still listed on HQWeb shall be reported for removal.  All OPNAV Staff members are responsible for maintaining accurate information in the following fields:

a.  Division, N-Code, Rank, Bldg, Room, Work Phone

b.  Home Phone, Address, City, State and Zip Code

c.  Emergency Contact Name and Phone Number

d.  Home Email

4.  Personal recall information on HQWeb is protected using similar security features as those used to safeguard credit card transactions of commercial worldwide web sites.  In accordance with references (a) and (b), information in these fields is “FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE” and will be close-held, not accessible to the general public, and only accessed by personnel with an official need-to-know. 

                                 P. A. TRACEY

                                 Vice Admiral, U.S. Navy
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